S s
INSTALLAZIONE E CONFIGURAZIONE ISA SERVER ENTERPRISE COME
PROXY SERVER IN LOAD BALANCING

PREREQUISITI

- Installazione Windows 2003 Server Edition Service Pack 1 su entrambi i nodi del Cluster

- Configurazione Indirizzi IP su entrambe le macchine

- Aggancio al dominio di entrambe le macchine

- Creazione di un gruppo ISA Admins su Active Directory e aggiunta dell’ utente NetAdmin all’interno.

- Aggiunta dei nomi DNS rispettivamante del Cluster (tolcltsO06.labl.prv) e dell’Application Server
(tolapls006.labl.prv)

CONFIGURAZIONE I NODO (tolcltnO07.labl.prv)

Inseriamo all’interno del lettore CD ROM il cd di ISA Server Enterprise Edition poi clicchiamo su Start , My Computer
ed infine clicchiamo di destro sul lettore cd rom e selezioniamo Open.

W0 =0/ x
File Edit Miew Favorites Tools Help | -.','
0 Back ~ 1 - 1" | ,}:" Search [ Folders | g o ) | [
Address G o j Gio
Mame = | Size | Tvpe | Date Modified | Attributes |
i File Folder 19/01/2005 1.00 R
[Zitools File Folder 19012005 1.00 R
_'}autnrun.inf 1 KB 3Setup Information 199012005 1,00 R
EEIISP.ZDDDmigratE.htm 53 KE HTML Docurnent 199012005 1.00 R
9isa.brp 664 KE  Bitmap Image 19012005 1,00 R
LEliSa.iI:I:I 13KE Icon 19012005 1.00 R
28 Isanutarun.exe 93KE  application 19012005 1.00 R
_'}isaautorun.inf 13 KE Setup Information 19012005 1.00 R
@ isastart.chrm 208 KE Compiled HTML Help... 19/01/2005 1.00 =
157 KB  Rich Text Document 1901/2005 1.00 R
Ejreadme.htm 19 KB HTML Documnent: 194012005 1,00 R
11 obijects 1,15 ME | ¢ My Computer y
Fig.1

Apriamo la cartella FPC e lanciamo

il file setup.exe



& D:\FPC
Fi

e Edit Wiew Favorites

Help

QEak ~ &) - (¥ | - Search

. Folders | B (3 X"?|*

Address I[ﬁ DAFRC

L

Mame = Size | Type | Drate Modified | Aktributes |
HE[EE[?T_EH.‘?E..E File Falder 19/01 /2005 1.00 R
[ 5ystemaz File Folder 19/01 /2005 1.00 R
o) WINDOMWS File Falder 190142005 1,00 R
}Install]ninedServer.ini 4 kB Configuration Settings  19/01/2005 1,00 R
3InstaIINew.ﬁ.rray.ﬁ.ndServer.ini SkE Configuration Settings  19/01/2005 1,00 R
}InstallNewManagementServer. . 3KBE Configuration Settings  19/01/2005 1,00 2]
}InstallStandaInneServer.ini 6 kB Configuration Settings  19/01/2005 1,00 R
@instmsia.exe 1.486 KB Application 19/01 /2005 1.00 R
@instmsiw.exe 1.498KE Application 19/01/2005 1.00 2]
ﬁE’MS_FPC_Server.msi 2945 KB Windaows Installer P...  19/01)2005 1.00 R
setup.bin 100KE  BIN File 1940142005 1.00 R
insetup.exe 319KE  Application 19/01/2005 1.00 R
}setup.ini 62 KB Configuration Setkings  19/01/2005 1,00 R
j}uninstallsewer.ini ZKE Configuration Settings  19/01/2005 1,00 R

|14 ohjects

Fig.2

6,27 MB

| d My Computer



Ci apparira la seguente schermata dell’'Installer

Microsoft I15A Server Installer . 101 x|

The Installation Wizard is progressing as
follows:

h‘ Core Components
Additional Components

System Initialization

Installshield Wizard

i Microzoft Intermet Securty and Acceleration Server 2004 Setup iz
= preparing the InstallS hield Wizard which will guide pou through the
I "3 program zetup process. Please wait,

Configuring *indows [nataller

ARENERNRRNEEENERENEER . Cancel

Fig.3
Dopo circa venti secondi ci troveremo di fronte una schermata come in Figura 4

fig Microsoft ISA Server 2004 - Installation Wizard X|

Welcome to the Installation Wizard for

) Microsoft ISA Server 2004
Microsoft

Internet Security &

Acceleration Server o4
The Installation Wizard will install Microsoft 154 Server 2004 an

wour compuker.

WARMNING: This program is protected by copyright lawe and
international treaties,

To continue, click Mesxk,

™
-
|

-

= Back

Cancel |

Fig.4
Clicchiamo su Next



P

i'.‘w!} Microsoft ISA Server 2004 - Installation Wizard ﬁl

License Agreement
Please read the following license agreement carefully.

EMND-TISEER LICENSE AGEREEMENT FOR MICEOSOFT :l
SOFTWARE

MICROSOFT INTERNET SECURITY
AND ACCELERATION SERVER 2004

Fntarnrica Editinn hd

%' I accepk the terms in the license agreement

™ I do not accept the terms in the license agreement

< Back I Mext = I Cancel

Fig.5

Selezionare | Accept the terms in the license agreement e cliccare su Next

i'-‘%l‘ Microsoft ISA Server 2004 - Installation Wizard ﬂ

Customer Information

Flease enter your cuskomer details,

User Mame:
organization:
f¢

Product Serial Mumber;

< Back I Mexk = I Cancel

Fig.6

A questo punto inserire (vedi Figura 6):

User Name : Nome
Orgazination : Organizzazione

Per quanto riguarda il seriale non c’e bisogno di inserire niente, lo mette il software in automatico.
Quindi liccare su Next



P

ii-‘%' Microsoft ISA Server 2004 - Installation Wizard EI

Setup Scenarios

Select the scenario that best describes this inskallation,

i+ i[nsta[l ISA Server services:
The computer will be an IS4 Server array member running IS4 Server services,

" Install Configuration Storage server
The camputer will skare the configuration used by IS8 Server arrays, 154 Server array

computers will connect to khis server to retrieve the configuration,
" Install both ISA Server services and Configuration Storage server

The computer will be an 154 Server array member and used to store the enterprise
configuration,

" Install ISA Server Management

The computer will be used to remokely manage the IS4 Server enterprise,

< Back I ext = I Cancel

Fig.7

A questo punto dobbiamo scelgiere una tra le seguenti opzioni :

- Install ISA Server Service : installa i servizi sul computer dove € installato I array ISA Server

- Install Configuraztion Storage Server : Installa gli Array di ISA Server

- Install both ISA Server services and Configuration Storage Server (SCONSIGLIATA) : installa
contemporaneamente | primi due servizi sopra elencati

- Install ISA Server Management : Installa la Console di Management per amministrare ISA Server in remoto



P

Come prima cosa selezioniamo la seconda opzione e clicchiamo su Next come in Figura 8

i'\%“ Microsoft ISA Server 2004 - Installation Yizard x|

Setup Scenarios

Select the scenario that best describes this installation,

" Install ISA Server services
The computer will be an 154 Server array member running IS4 Server services,

The computer will store the configuration used by ISA Server arravs, ISA Server array
computers will connect to this server ko retrieve the configuration,

{” Install both ISA Server services and Configuration Storage server

The computer will be an ISA Server array member and used ko store the enterprise
configuration,

" Install ISA Server Management

The computer will be used to remokely manage the IS4 Server enterprise,

< Back I Mexk = I Zancel

Fig.8

Arriviamo alla seguente schermata (Figura 9) e notiamo che verranno installate le seguenti componenti
- Configuration Storage Server
- ISA Serverm Management

il Microsoft ISA Server 2004 - Ins x|

Component Selection

The selected Features will be installed.

Click on an icon in the lisk ko viess or modify how a Feature is installed,

— Feature Description

Conktrols access and traffic
between networks,

154 Server

154 Server Managenmenk
Firewall Client Installation Share
Message Screenet
Configuration Storage server

This Feature requires 15 ME on
wour hard drive. It has 0 of 1
subfeatures selected. The
subfeatures require 0 KB on wour
hard drive.

Inskall ko

Chamge.. . |
Help Space < Back I Mexk = I Cancel I

Fig.9

Quindi clicchiamo su Next

Quindi selezioniamo Create a new ISA Server enterprise come in Figura 10 e clicchiamo su Next



i-a% Microsoft ISA Server 2004 - Installation Wiz

Enterprise Installation Options

Are wou creating a new enkerprise ar replicating an exisking enterprise configuration ko this
Configuration Storage server?

f* Create a new ISA Server enterprise

Ise this option ko create a new IS4 Server enterprise during installation, This
computer will become a Configuration Skorage server that arrays can use,

{” Create a replica of the enterprise configuration

Ilse this opkion ko copy Ehe enterprise configuration setkings stared on a
Configuration Skorage server to this computer, This option enhances Faulk tolerance
by providing a replica of the enterprise configuration. ISA Server arravs can also
use this Configuration Storage server,

< Back I Mext = I Cancel

Fig.10
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Ci apparira il seguente messaggio Figura 11 dove ci da delle raccomandazioni e ci dice che verra installato lo Storage
Server

i'-..%l‘ Microsoft ISA Server 2004 - Installation Wizard EI

MNew Enterprise Warning

This computer will be configured as a new Configuration Storage server,

enkerprise in wour organization. Arrays are only managed through the
enterprise ko which they belong, Creating mulkiple enterprises makes it difficulk
ko centrally manage all the array computers in your organization,

j For the most effective deployment, we recormmend that you create a single

If an enterprise is already defined on a different Configuration Storage server,
click 'Back’ and select the 'Create a replica of the enterprise configuration'
opkion,

If this is the firsk Configuration Storage server in wour organization, click Text'
ko conkinue.,

Cancel |

< Back

Fig.11
Quindi clicchiamo su Next

Adesso all’intermo della schermata di Figura 12 inseriamo il nome dell’Enterprise
ES. AUGUSTANET

i'-:!:“ Microsoft ISA Server 2004 - Installation Wizard ﬂ

Create Mew Enterprise

This computer will be configured as a Configuration Storage server for the new
enkerprise.

Enkerprise name:

Descripkion: |

< Back I Mext = I Cancel

Fig.12




Clicchiamo su Next

i Microsoft 1SA Server 2004 - Installation Wizard |

Enterprise Deployment Environment

Are vour 158 Server enkerprise computers deploved in a single domain or across trusted
domains?

% I am deploving in a single domain or in demains with trost relationships:

Select this option if all wour IS4 Server computers and Configuration Storage servers are
in the same domain o in domains with trust relationships,

™ I am deploving in & workgroup or in domains without brusk: relationships

Select this option if vour 154 Server computers and Configuration Starage servers reside in
a warkgroup or across domains that do not have trost relationships, IF vou select this
option, a server certificake musk be installed on this computer,

Server certificate: | Erowse, .. |

Certificate password: I

@ This setting may be modified after Setup, For details, see the Getting Started Guide,

< Back I Mext = I Zancel

Fig.13

Lasciamo tutto invariato (perché la macchina &€ agganciata ad un dominio)
Quindi clicchiamo su Next

iiF Microsoft ISA Server 2004 - Installation Wizard x|
Ready to Install the Program

The wizard is ready to beqin inskallation.

Click Install ko begin the installation,

IF wau wank ko review or change any af your inskallation setkings, click Back, Click Cancel ba
exit the wizard.

< Back

Zancel |

Fig.14

Clicchiamo su Install.



Microsoft ISA Server Installer -] ]

The Installation Wizard is progressing as
follows:

i'-.%' Microsoft ISA Server 2004 - Installation Wizard ;lglzl

F Core Comp

Installing Microsoft ISA Server 2004

Additional Co The program Feabures you selecked are being installed.

Please wait whils the Installation Wizard installs Microsaft 154 Server 2004,

Systen Initia
i This may take several minutes.

Skatus:

Generating scripk operations For action:

= Back: | Mexk =

Fig.15
Attendiamo la fine dell’installazione.

B Microsoft Internet Security and Acceleration Server 2004 El

Installation Wizard Completed

Microsoft )
Internet Security &
Acceleration Server2oo4

The Installation Wizard completed successFully.

[T Invoke IS& Server Management when the wizard closes

Click Finish ko exit the wizard,

Fig.16
Lasciamo tutto cosi com’e e clicchiamo su Finish.

Si aprira una pagina HTML di conferma avvenuta installazione del Prodotto, chiudiamola.
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Adesso clicchiamo sull’icona posta sul desktop Administrative Tools quindi su Services come raffigurato in Figura 17

B Administrative Tools

File Edit Wiew Favorites

Tools  Help

=10l |

| e

L) Back = £3 = T | ' Search

* Folders | & (3 XH’|'

Address

48 Adrninistrative Tools

e

Mame = | Size | Type | Date Modified | Attributes |
%}Certificatiun Autharity | ZKB Shorbouk 11/03/2005 10,07 A
E__a_'! Clusker Adminiskrator 2KEB shortcut 15/03/2005 10,32 A
Component Services 2KEB sShortcut 11/03/2005 10.04 A
@Computer Management 2KB shortcut 11/03/2005 10.07 A
E"'] Configure Your Server Wizard 2KB sShortcut 11/03/2005 10.07 A
Data Sources (ODBC) 2KB Shortcut 11/03/2005 10.07 A
EE Distributed File Syskem 2kB Shortcut 110342005 10,07 A
Ewent Viewer ZKE Shortcut 110342005 10,27 A
g! Inkernet Information Services... ZKE Shortcut 110342005 11.06 A
ﬁLicensing ZKEB Shortcut 11/03/2005 10,07 A
@ Local Security Palicy ZKEB sShortcut 15/03/2005 11,58 A
E,l Manage Your Server Z2KEB sShortcut 11/03/2005 10,07 A
&Microsoft MET Framewaork 1.... 2KEB Shortcut 11/03/2005 10.04 A
&Microsoft MET Framewark 1.... 2KB sShortcut 11/03/2005 10.04 A
gmetwork Load Balancing Mana. .. 2KB sShortcut 11/03/2005 10.02 A
@Perfurmance 2KB Shortcut 11/03/2005 10.07 A
@Remnte Desktops 2kB Shortcut 110342005 10,03 A
Rauting and Remote Access ZKE Shortcut 110342005 10,02 A
%Services ZKE Shortcut 17/03/2005 10,40 A
@Terminal Server Licensing ZKEB Shortcut 11/03/2005 10,05 A
. Terminal Services Configuration ZKEB shortcut 11/03/2005 10,03 A
%Terminal Services Manager 2KEB sShortcut 11/03/2005 10,03 A

|22 objects

Fig.17

34,3 KB

| d My Computer
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Si aprira la seguente schermata (vedi Figura 18)

* Services = |0 %X
=10l x|

El=  Action Wiew Help
- .>||@||%_g?| b r om Il m
|i§ Services (Local) Services {Local)
Select an item to view its description. MName / | Description | Status | Startup Type | LogOnas | 4|

%Hah and Support Enables He.,, Started Automatic Local ...
By HTTP S5L This servic..,  Started  Manual Local 5...
%Hu‘nan Interface D... Enables ge.., Disabled Local 5...
%IIS Admin Service Enables thi.,, Started Automatic Local 5...
%IMPI CD-Burning C... Manages C... Disabled Local 5...
%Indexhg Service Indesces co... Disabled Local 5...
& Internet Connectio... Provides ... Disabled Local 5...
Gy Intersite Messaging  Enables me.., Disabled Local 5...
% IPSEC Services Provides e...  Started Automatic Lacal 5...

‘ B 15ASTGCTRL Started  Automatic Networ...
& Kerberos Key Distri... On domain ... Disabled Local 5...
% License Logging Moritors ... Disabled Metwor...
% Logical Disk Manager  Detects an.,. Started Autormnatic Local 5...
%Logica! Disk Manage... Configures... Manual Local 5...
& Messenger Transmiks ... Disabled Local 5...
8 Microsoft Software ... Manages s.., tanual Local S...
& Net Logon Maintains a... tanual Local 5...
8 NetMeeting Remote... Enables an.., Disabled Local 5...
& Network Connections ~ Manages o..,  Started Manual Local 5.
8 Metwork DDE Pravides ... Disabled Local 5...
S Network DDE DSDM Manages D... Disabled Local 5... j

% Extended A Standard /

Fig.18

All'interno di questa schermata possiamo notare scorrendo la barra verticale che é stato installato un servizio
ISASTGCTRL (come indicato dalla freccia) .
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In Start Programmi apriamo ISA Server come raffigurato in figura seguente

B 150 Server 2004 Enterprise Edition

File Action Yiew Help

=181 |

el AR IO

k) Enterprise
@ Arrays
14 TOMISAADOL
E Monitoring
(& Firewal Policy (TCISAA00
b Mirtual Private Mebworks (¥
[=1-%%% Configuration
| 4 Servers

= Nebworks

% Carhe

=3 pdd-ins

General

Microsofts 3
Internet Security &
Acceleration Serverzoo4
Enterprise Edition

Configuration Storage Server: TO1CLTNDO7.labl.prv

Welcome to Microsoft Internet Security and Acceleration
Server 2004

154 Server 2004 is an extensible firewall solution, Designed to support multi-network environments,
154 Server 2004 provides highly integrated virtual private networking capabilities, extensible user

authentication models, comprehensive monitaring and alert notifications, as well as remate
management options,

Read the Getting Started Guide
Use the Getting Started Guide to learn about deploying your IS4 Server,

Read about securing your ISA Server

Learn about best practices for keeping your IS4 Server computer secure,

Visit the Microsoft Internet Security and Acceleration Server 2004 Web site

Get the latest product updates and customer suppart information located on the IS4 Server Web
site.

Get our partner products

Wisit our IS4 Server Partner Site bo learn about our partner products and how these products
extend and integrate with I54 Server,

/ Tasks -

Tasks

Connect to Configuration
Storage Server
Disconnect from Enterprise

Related Tasks

@ Export {Back Up}
Configuration

@ Import {(Restore)
Canfiguration

@ Open the Microsoft Internet

Security and Acceleration
Server 2004 Online Help

@ Read about securing your IS4
Server

Done

Fig.19

Adesso procediamo alla creazione dell’Array, quindi clicchiamo di destro su Array e selezioniamo New Array

Mew Array Wizard

Micrasoft

Internet i
Melemﬁsﬁ%m

Welcome to the New Array Wizard

Thiz wizard helpz you create a new array and zet aray
policy settings.

Afray name:

|T|:|1|5xmm|

To continue, click Mest.

x

¢ Back I Mewut » I

Cancel

Fig.20

Inseriamo il nome da dare all’Array (Es.TO11SAA001) e clicchiamo su Next.

13



}.—-’-
New Arra leard xI

Array DNS Hame
Type the Domain Hame System [DMS) name of the aran.

Type the DNS name uzed by Fireweall clientz and ‘wfeb clients when connecting to this [S4
Server array.

Array's DNS name: tolisaalll labl.pre

< Back I Mest = I Cancel

Fig.21

Inserire il nome DNS dell’Array. (Es. tolisaa001.labl.prv) e cliccare su Next.

New Array Wizard ]|

Asszign Enterprize Policy
Specify which enterprise policy to apply ta thiz aray.

Apply thiz enterprize palicy ta the new arran:

Mote that the "Default Policy' includes the built-in "Deny Al enterprize ule
only. Rules far thiz policy zhould be defined in the Aray Firewall Policy.

< Back I Mest = I Cancel

Fig.22

Lasciare tutto invariato e cliccare su Next

14



MNew Array Wizard x|

Array Policy Rule Types
Ilze this page to specify the tppes of aray firewall policy rules that can be created
fior thiz arran.

Select the topes of aray firewall palicy rules that can be created far this array:

¥ "'Deny" access iules

¥ “&llow access" wiles

¥ Publishing rules [Dery and Allow]

< Back I Mest = I Cancel

Fig.23

Lasciare tutto invariato e cliccare su Next

New Array Wizard |

Completing the New Array Wizard

Micrasoft i

Internet 5 &

Acceleration W04  You have successfully completed the Mew Arap Wizard.
The niew array will have the following configuration:

M ame: -
TO1S5AA001

Array DMS name:
tolizaalll.labl.pry

Enterprize paolicy:

Drefault Policy
Allowed rule types:
-
J | LIJ

To cloze this wizard, click Finigh.,

< Back I Finizh I Cancel

Fig.24

Cliccare su Finish e attendere qualche minuto fino alla fine della creazione dell’'Array.

15



3
'f‘--;

\

The new amay was successfully created. 0 |
EREREREREREREREREREREEEERENE

Fig.25
Cliccare OK.

Microsoft

Internet SECUI'Ity & Configuration Storage Server: TO1CLTNOO7 . labl.pry

Acceleration Server2o04
Enterprize Edition

_ -l'j Apply | Discard | T save changes and update the configuration, click &pphy.

/ Welcome \

Welcome to Microsoft Internet Security and Acceleration

%:”_;?? Server 2004

154 Server 2004 is an extensible firewall solukion, Designed to support multi-netwark, environments,
134 Server 2004 provides highly integrated wirtual private networking capabilities, extensible user
authentication models, comprehensive manitaring and alert notifications, as well as remaote
management opkians,

Read the Getting Started Guide
IUse the Getting Started Guide to learn about deploving wour IS4 Server,

Read about securing your ISA Server

Learn about best practices for keeping wour IS4 Server compuber secure,

Visit the Microsoft Internet Security and Acceleration Server 2004 ¥eb site

Get the lakest product updates and customer support information located on the 154 Server Web
site,

Get our partner products

Wisik our 154 Server Partner Site o learn about our partner products and how these products
extend and inkeagrate with 154 Server,

Fig.26

Cliccare su Apply per applicare le modifiche effettuate.
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VN

\

)
<

B 154 Server 2004 Enterprise Editi

File Action Wew Help

« =+ am2ale®

LE_EHI Microsoft Internet Security and Accels Microsoft: 3
EH- @ Enterprise Internet SECLII‘Ity& Configuration Storage Server: TO1CLTNOOT labl.pry

Acceleration Serverzoo4
Enterprise Edition

=-{5% Enterprise Policies
ol Default Policy

fNetwnrks ‘Netwurk Seks ‘Netwurk Rules \

Lood Enterprise Add-ins

E‘@ Arrays Mame = | Address Ranges Description
1I.|_:I‘_‘; TO1ISAADDL "'ﬁg External Represents all computers not included in an
"'ﬁg Local Host Represents the computers running 154 Ser
qﬁg Cuarantined YWPM Clients Represents the client computers connected
“5]; WP Clients Represents the client computers connected

1 | i

Dane

Fig.27
Clicchiamo col tasto destro su Enterprise Network per aggiungere la rete di appartenenza della macchina sulla quale

stiamo procedendo con l'installazione di ISA Server.
Selezioniamo New, quindi Enterprise Network...

17



Fle Edt Yiew VM

Favorites x 1 @ TO1CLTHOO?

(3 TOLNETSOOL A Server 2004 Enterprise Edition

(3 TOLCLTHOO?

Eile Action Yiew Help

3 TOLCLTHODS

e~ | E@E@]8]0©

[ Micrasoft Internet Security and Accele
e[ Enterprise

E-% Enterprise Policies

Lo 7 Default Policy

<l Enterprise Metworks /Networks Y stwmark Sets N Hetwork Rules Y

Microsoft
Internet Security & Configuration Storage Server: TO1CLTNOD7 Jabl.prv

Acceleration Server2004
Ente t

Enterprise Netwarks

. “-s Enterprise Add-ins
- Arrays Mame = | Address Ranges I Description
JE; TOLISAADDL 'ﬁ; Exkernal Represents all computers nok included in any other netwatk in the enterprise and i...

=~5g [N [} New Network Wizard | bs, inthe array ko which the ...

rver via WP that are curren...

“ﬁ Quars Network Addresses

Hemove

< Back Mest > Cancel

K Bl

B Specify the IP address ranges to include in this network
<A ¥PH C rver via ¥PH, in the array to ...
Address 1anges
Start Address [ End address | [ Edd Range |
Edit,

distart| | [ @  |[515a Server 2004 Ente...

\
| | o Ei 14.26

EefaE /

Fig.28
Inseriamo il nome da attribuire (Es. Enterprise Network 001) e clicchiamo su Next

Mew Metwork Wizard

Metwork Addreszes
Specify the [P addresz ranges to include in this netwaork.

Address ranges:

Start Address | End Addresz |

Eemowve

< Back Mest >

Cancel

Fig.29

Clicchiamo su Add Range.
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f—'.‘\.
N~

\

IP Address Range Properties ilil

Specify the range of IP addresses:

Start address: End address:

Inseriamo il range da noi prescelto e clicchiamo OK.

MNew Metwork Wizard x|

Metwork Addreszes
Specify the [P addresz ranges to include in this networl,

Address ranges:

Start Address I End Address | Add Hange...
10.1.0.0 10.1.3.0
Ed. |
Bemove |
< Back Mest > Cancel
Fig.31

Clicchiamo su Next.
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D

Mew Network Wizard x|

Completing the New Metwork
Microsoft Wizard

Internet Secl.m
Acceleration 004 ou have succeszsfully completed the Mew Hetwark Wizard.

The niew network, will have the following configuration:

M ame: ﬂ

Enterpize Metwark 0071
Addreszes:

- 101.0.0-101.3.0

K1 3

Further configuration steps are required for traffic to pass
through the networl,
Help about nebwaork, confiquration steps...

To cloge thiz wizard, click Finish.

< Back I Finizh I Cancel

Fig.32

Per terminare l'installazione cliccare su Finish.

B 15a server 2004 Enterprise Edition

File  Ackion “iew Help
0 | BERE PO
[T Microsaft Internet Security and Accele Microsaft: 3
[=1- @] Enterprize Internet S.ECI..II‘Itva( Configuration Storage Server: TO1CLTNOD?.lab1.pry
£ B3 Ert Pol Acceleration Server2004
= nterprise Policies o potreiay
: 1% Defaul Palicy
3 Enteroriee Addi |E Apply | Discard Ta save changes and update the configuration, click Apply.
nterprise Add-ins -
-] Arrays
-y TOLISAA001 /Networks ‘Network Sets \(Network Rules \
ame~ ress Ranges escription
I Add) R Descripki
lﬁ;Enterplse Metwark 001 (310,100 - 10,1,3.0
‘ﬁ;ExtEmaI Feepresents all computers not included in any other ng
lahLocaI Host Represents the computers running ISA Server servicy
=‘%Ql_larantinsl:l WPH Clients Reepresents the client computers connected to 154 Sq
%VPN Clients Represents the client computers connecked ko IS4 S5
I [E— Bl
Done
Fig.33

Cliccare su Apply per applicare le modifiche.
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B¥ 154 Server 2004 Enterprise Edition = Iﬂ e
File  Acktion  Miew Help
&= 2B ®®
LZ_E"‘ Microsoft Inkernet Security and Accele Microsaft: A
=] Enterprise E:m}g%nugmm Configuration Storage Server: TOLCLTNOOT.labl.pry Metworks
EI% Enterprise Policies Enterprise Editian
Pk @ Default Policy
<4 Enterprise Networks / Networks \
—_— T lat
! -+ Enterprise Add-ins ﬂ s
B Arrays =
ERE=RE Edge Firewall — Edge
“F] Monitaring /g‘ﬁ, Firewall
2 Firewall Palicy (TO11SAR0C \ j\ ]
L. Wirtual Private Networks (v v Cannect your Inkernal network
7 Configuration to the Internet and protect it
VPN Clients Network Fram intruders.,
External Network
(Internet) ~G® 3-Leg
Perimeter
Local Host m
Connect your Internal network
to the Intermet, protect it From
Internal Network intruders, and publish services to
n  the Internet from a Perimeter
\ network.
/Netwnrks\‘Netwurk SetsYNetwnrk Ru\esYWeh Chaining\
Mame & | Address Ranges | Enterprise Networks | ‘“Where Defined | Diescri i Front
Networks Firewall
@ External 71 1P addresses external to the L. Local Built-in Use 154 Server as the front line |
of defense in a back-to-back
=% Internal Local Mebwor petimeter network configuration.
Use this option when you have
=k Local Host <) Mo IP addresses are associat... Local Built-in twa firewalls between the
protected Internal network and
= Quarantined WPN Clisnts Mo IP addresses are currently. . Local Built-in the Internet.
L WPN Clients 71 Mo IP addresses are currently. .. Local Eiuilt-in
Back
Firewall
Use IS4 Server as the back line
| | of defense in & back-to-back
4 » i i
< i R serimeter notwork configuation.
Fig.34

Selezioniamo Networks (sotto Configuration) e cliccando di destro su Internal selezioniamo Properties.

Internal Properties ﬂﬂ

Auto Discovery I Firewall Client I Web Prosy I CARP I MHLE
General Addreszes I Domains I Web Browser

.:.El):. Mame:

Deszcription Metwark reprezenting the internal netwark.
[optional]:
Scope: Array

ok I Cancel Lpply

Fig.35

Selezioniamo Firewall Client.
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Internal Properties ed |

eneral I Addrezses | D armainz I YWieh Browser I
Auta Dizcovery Firewall Clisnt | Wwieh Prosy I CARP I HLE

| {Enable Firewall client suppart far this netwark

— Firerall client configuration
|58 Server name on [P address:

Itu:u'l izaalll labl.pry Browse... |

—w'eb browser configuration on the Firewall client computer —

¥ | futomatically detect setings
¥ | lUze automatic configuration script

% [Uze default RL
= Usze custom WEL
Ihttp:a’a’tl:u'l izaalll labl.pre: 8030 arap. dil*Get. B outing. 5

¥ | sz a'web prosy semver

|54 Server name o [F address:

Itu:u'l izaalll.labl. prye Brawse... |

k. I Cancel | Spply |

Fig.36

Disabilitiamo tutto come in Figura precedente e clicchiamo OK.



E= ISA Server 2004 Enterprise Editi

File  Action View Help

e~ | Am2alFee

L_a Microsoft Internet Security and Accele Micresoft: 3
(= B Enterprise Internet Security & Configuration Storage Server: TO1CLTNOO?.lab1.prv
i [E-% Enterprise Policies Acceleration Server2004
T P Enterprize Edition
R @ Default Policy

e Enwerprise Nemorks _ﬂ Apply | Dizcard | To save changes and update the configuration, click Apphy.
i besld Enkerprise Add-ins [
EI@ Arrays
=iy To115A8001 / Networks
E Manitaring

g Firewsall Policy (TO1I5A/0C Edge Firewall
; % Wirkual Private Mebwarks (Y
=55 Configuration

[ servers

VPN Clients Network

General External Network

(Internet)
Internal Network
/Netwnrks\‘Netwnrk Sets\(Network Rules\(Web Chaining\
MName = | Address Ranges | Enterprise Metworks | ‘Where Defined | Descri|

Networks
@ External 1 IP addresses external to the .., Local Builk-in
=% Inkernal Local Metwor
=k Local Host 1 Mo IP addresses are associat., Local Built-in
e Quarantined YPH Clients 1 Mo IP addresses are currently. ., Local Built-in
L3 VPN Clients 7] Mo IP addresses are currently, .. Local Built-in

<| | | I ;Ir‘

Fig.37

Clicchiamo su Apply
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Microsofts

Internet Security &

Acceleration Serverz004 Configuration Storage Server: TO1CLTNOO7 . labl.pry
Enterprize Edition

Metworks

Edge Firewall

VPN Clients Metwork

"External Network
(Internet)

Local Host

Internal Network

/Netwnrks yNetwurk Sets YNetwurk Rules‘{'-.-'-.-'el:u Chaining\
0, - | rame | Relation | Source Metworks | Cestination Met,., | where Defined | Ces

Local Network Rules

!ﬁ 1 Local Host Access Route = Local Host <% Al Netwaorks (... Local
= !ﬁ 2 WPM Clients ko Internal Metw, .. Route =% Quarantined ... =% Inkernal Local
L WPN Clienks
EI {{:_t-ﬁ 3 Intermet Access MAT =% Internal (4 External Local
=M Quarantined ...
3 WPM Clients

Enterprise Metwork Rules

Fig.38

In Network Rules rinominare Internet Access in Rule 1
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Microsofts

Internet Security &

Acceleration Serverzn04 Configuration Storage Server: TO1CLTNOO7 labl.pry

Enterprize Edition

Edge Firewall

': Apply | Discard | Ta save changes and update the caonfiguration, click Apply.

; Metworks ;

VPN Clients Metwork

External Network

(Internet)
Internal MNetwork
/Netwu:urks YNetwurk Seks YNetwurk Rules \('-.-'-.-'el:u Chaining\
0, - | Mame | Relation | Source Mebworks | Destinakion Met., .. | Wi'here Defined | Des

Local Metwork Rules

!ﬁ 1 Local Host Access Route == Local Host <% All Metworks (... Local
= !ﬁ 2 WPM Clients ko Internal Metw,,, Route =l Quarankined ... =% Internal Local
C WP Clients
EI {{.—_‘@ 3 PRulel MNAT =% Inkernal (4 External Local
<M Quarantined ..
4PN Clients
Enterprise Network Rules
| | [
Fig.39

Clicchiamo su Apply per applicare le modifiche effettuate.
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B 154 Server 2004 Enterprise Edition

File  Ackion ‘iew Help

e B@ERAFDO

[ Microsoft Internet Security and Accels Microsoft:

E‘ Enterprise K‘teerlmt E‘ecugety& Configuration Storage Server: TO1CLTNOD7.labl.pry
. M Enterprise Policies Emifpmesl‘;ﬂ?n TVeran0
I @ Default Policy
i<l Enterprise Metwarks Enterprise
¢ teeld Enterprise Add-ins
E@ Arrays
=43 TO1IsARD0L Getting Started with ISA Server 2004 Enterprise

o W
£ Monitoring §, » . Management
g Firewall Policy (TO11S4A800 | Follow these skeps bo set up your 154 Server enterprise and proteck your networks while allowing
il Wirkual Private Metworks (Y , traffic between them,

E Zonfiguration
% N Read about securing wour 134 Server enterprise,

@ Assign Administrative Roles

Specify the level of control ISA Server administrators are allmwed ower enterprise and array
functionality,

Define Enterprise Networks

Create enterprise networks that can be used in enterprise and array level rules,

Define Enterprise Policies

Create enterprise policies and specify how these policies are applied to wour enterprise,

Define Array Settings

Configure wour 134 Server arrays by applving an enterprise policy and defining array level
permissions, rules and firewall policies For each arraw,

1] | o

Fig.40

Clicchiamo col tasto destro su Enterprise, selezioniamo Properties quindi Assign Roles.
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AUGUSTAMET Properties ed |

General  @ssign Roles |

IUsers and groups allowed to access Configuration Storage servers and
ko monitor arrays in the domain:

Mame | Raole |
LAE1 \Metadmin 158 Server Enkerprise Administ, ..

add... | Edit... | Eemove |

Isers imitrored accounts) allowed Ea monitor arrays in workaroups;

Mame | Raole

add... | Edit, .. | Remoye |

Help abouk roles For domain and workaroup members

(0] 4 I Cancel | anply |

Fig.41

Clicchiamo su Add.

Il Administration Delegation 2=

Group or User:

Rale:

Role Description

(5] 4 Cancel

Fig.42

Clicchiamo su Browse per aggiungere il gruppo ISA Admins.




Select User or Group

Select thiz object tupe:

ILlser ar Group Object Types...

Erarn thig location;

IIaI:u'I P Locations...

Enter the abject name to select [examples]:
[S Admins [154 AdminstElabl. pre]] Check Mames

iit,

Advanced... | k. | Cancel |

Fig.43

]

Selezioniamo I’Active Directory dalla quale vogliamo pescare il gruppo (Es. labl.prv) e quindi selezioniamo il gruppo
creato in precedenza (Es. ISA Admins).

Clicchiamo OK.
Il Administration Delegation ed |

Group of Lser:

| LAB 14154 Admins Browse... |

Role;

rprise Sdministrakor

Fole Description

Has Full control over the enterprise and all array configurations, and
permissions o assign all roles o other users and groups,

Ik Cancel

Fig.44

Selezioniamo la Role (Es. ISA Server Enterprise Administrator) e clicchiamo OK.
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AUGUSTANMET Properties - |

General  @ssign Roles |

IUsers and groups allowed to access Configuration Storage servers and
ko monitor arrays in the domain:

LAE1 \Metadmin =]
LAB11158 Admins 154 Server Enterprise Administ, ..
add... | Edit... | Remove |

Isers imitrored accounts) allowed o monitor arraws in warkaroups:

Mame | Role

add... | Edit, .. | Remove |

Help abouk roles For dormain and workaroup members

(0] 4 I Cancel | apply

Fig.45
Selezioniamo I'utente NetAdmin e eliminiamolo.

Quindi clicchiamo su OK.
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B 154 Server 2004 Enterprise Edition

File  Action Wiew Help

A= EEIERE IS

©

L_gi Microsoft Inkernet Security and Acocele
El Enterprise
¢ [E-i# Enterprise Policies

== Enterprise Metworks
-+ Enterprise Add-ins

Microsoft:

Internet SECI..II‘Ity & Configuration Storage Server: TOLCLTNOO7 labl.pry

Acceleration Serverzo04
Enterprise Edition

' 3 Apphy | Discard | To save changes and update the configuration, click Apply.

E@ Arrays

=45y To1I5AM001
-] Manitaring
g Firewall Palicy {TO1ISAADC
< Wirtual Private Metwarks (W
-5 Configuration

g servers

/Entergrise \

§ Getting Started with ISA Server 2004 Enterprise
55' . . Management
"t ; 5_) Fallow these steps ko set up your ISA Server enterprise and pratect vour networks while allowing

traffic betweean them,

Read about securing your [54 Server enkerprise,

@ Assign Administrative Roles

Specify the level of conkrol ISA Server administrators are allowed over enterprise and array
Functionality,

Define Enterprise Networks

Create enterprise networks that can be used in enterprise and array level rules.

Define Enterprise Policies

Create enterprise policies and specify how these policies are applied to yvour enterprise.,

Define Array Settings

Configure your 154 Server arravs by applving an enterprise policy and defining array level
permissions, rules and firewall policies for each array,

1| | 0

Fig.46

Clicchiamo su Apply per applicare le modifiche.
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B 154 server 004 Enterprise Edition

File  Action Wew Help

=l&]

e~ Am2a0®

[ Microsaft Intermet Security and Accele
I_;| Enterprise

Eg Enterprise Policies

Default Palicy

= Enterprise Networks

Microsoft: 1
Internet Security &
Acceleration Sefverz004
[y

( Networks \

Configuration Storage Server: TO1CLTNDO7.labl.pry

-+ Enterprise Add-ins
=] @ Arrays

=13 To1SAADDL
E Monitoring
g Firewall Policy {TO1IS5AA0C
L3 Virtual Private Metworks {4
E1-%% Configuration

Edge Firewall ~

VPN Clients Metwork

External Network
(Internet)

General

Local Host

Internal Metwork

/ Hetworks Z Tetwork Sets )‘ MNetwork Rules‘Web Chaining\

Q... | Mame | Relation | Source Networks | Destinakion Mek... | ‘Where Defined

Local Network Rules

Sﬁ 1 Local Host Access Route =l Local Host :‘k, All Networks (.., Local

|Des'

= !QZ WP Clignts to Internal Metw,., Route =ha Quarantined ...

C_3 WP Clients

= Inkernal Local

MAT =% Inkernal
=% Quarantined ...

4 WP Clients

I External Local

Enterprise Network Rules

K |

2

Networks

Templates

Use 154 Server as the front line
of defense in a back-to-back
perimeter network configuration.
Use this option when you have
o firewalls between the
protected Internal network and
the Internet,

Back
Firewall

Use 154 Server as the back line
of defense in a back-to-back

~  perimeter network. configuration,

Use this option when you have

P bwo firewalls between the

protected Internal network and
the Internet.

&°

Specify that ISA Server will be
used in a single network adapter
configuration inside your Inkernal
or Perimeter network, In this
configuration, 154 Server may be
used for Web proxying, caching,
Weh publishing, and OWa server
publishing. ISA Server cannot be
used as an edge firewall and will
nok support: IP-level and
transport level packet filkering,
YPM, server publishing, and
Firewall clisnts.

Single
Network
Adapter

[«]

Fig.47

Selezioniamo Networks quindi passiamo alla modalita Proxy. (Single Network Adapter)

Metwork Template Wizard

Welcome to the Metwork Template

Microsoft .
o Wizard

Internet ity &
Rmelemﬁsﬁ%m

You have selected the Single Mebwork Adapker network,
template. This wizard will help vou configure wour
netwark kopology, and apply a firewall policy For this
configuration.

< Back

Zancel |

Fig.48

Clicchiamo su Next
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MNetwork Template Wizard X

Export the ISA Server Configuration
Ise the export Feature to backup vour current IS4 Server configuration,

Changing the network configuration will overwrite the current
nebwork configuration and firewall policy rules,

Before chanaging the network configuration, we recammend using
the expart Feature to save the current IS4 Server configuration
as a backup. ¥ou can import the exported configuration File at
any kime ta revert back ko this configur akion,

Export,

+ Back | Mexk = | Zancel

Fig.49

Clicchiamo su Next

etwork Template Wizard |

Internal Metwork IP Addresses

Define the IP addresses far this netwaork, You can add IP address ranges, IP
address ranges associaked with a network adapter, and private IP ranges,

i These IP addresses are predefined For the single netwark adapter configuration,
A It is recommended that you do not modify these settings.

Address ranges;

Skart Address | End address | add, ., |

0.0.0.1 126,255,255,255

128.0.0.0 255.255.255.254 Edit. . |
Eemove |

= Back I Fext = I Zancel

Fig.50

Lasciamo tutto invariato e clicchiamo su Next
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Metwork Template Wizard

Select a Firewall Policy

Select the defaulk Firewall paolicy that will be applied ko the networks specified in
this template.

Select a firewall policy:

Description:

Creates a defaulk rule, denving access ko all nebworks, ¥ou can subsequently configure
Fireswall policy rules to allow Web clients to access Web conkent on the Internet and
configure caching to accelerate Web performance,

|1z& this option when a single network, adapter is installed on wour IS8 Server computer,

< Back I Mexk = I Cancel

Fig.51

Applichiamo la Default Web Proxying..... e clicchiamo su Next

Network Template Wizard

Completing the Network Template

Iiu'll'-cruwﬂ' & Wizard
nternet
Acceleration 2004 Wou hawve successfully completed the Metwork Template

Wizard, The netwark configuration and policy rules will be
based on the Following:

Create the Following nebworks: ;l
Internal

0.0.0.1 - 126,255.255,255
125.0.0.0 - 255,255,255.254
Apply the Following security policy:

Apply defaulk web proseying and caching configuratic

| NI
--- Shown in the Metwork Rules details pane -
e o

To close this wizard, click Finish,

< Back I Finish I Zancel

Fig.52
Clicchiamo su Finish
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Microsoft:
Internet Security &

Acceleration Serverzo4 Configuration Storage Server: TO1CLTNOO7 labl.pry

Enterprize Edition
_ 'E Apply | Discard | T save changes and update the configuration, click &pply.

/ Networks \

Single Network Adapter

Local Haost

External Network

(Internet)
Internal Metwork
/Netwurks YNetwnrk Seks YNEl:wurk Rules\'{'-.-'v'el:u Chaining\
0, = | Mame | Relation | Source Mebworks | Destinakion Met., .. | Where Defined | Des
Local Network Rules
!Q 1 Local Host Access Foute == Local Host ‘,;?ﬂ;, &l Metworks (L, Local
= !Q 2 YPN Clients to Internal Metw,,, Route =h= Quarantined ... =% Internal Local

LW NWPN Clients

Ba=F3 Ruet

Local

Enterprise Network Rules

1 I 0

Fig.53

Clicchiamo su Apply per applicare le modifiche.

Quindi chiudiamo ISA Server e riavviamo il server.
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Procediamo con la seconda parte dell’installazione.

Dal CD lanciamo il Setup.exe precedentemente utilizzato.

iz Microsoft ISA Server 2004 - Installation Wizard

Welcome to the Installation Wizard for

5 Microsoft ISA Server 2004
Microsoft

Internet Security &

Acceleration 2004
This wizard helps wou inskall Micrasaft 158 Server 2004

Enterprise Edition and its components on khis compuker,

To continue, click Mext,

< Back

Fig.54

Clicchiamo su Next

i'-.a Microsoft ISA Server 2004 - Installation Wizard

Program Maintenance

Madify, repair, ar remove the prograrm,

Zhange which program features are installed. This option displays the
@ Custom Selection dialog used to change the way features are installed.

Repair inskallation errors in the program. This option Fixes missing or
corrupt files, sharkouts, and registry entries,

@ Femove Microsoft 154 Server 2004 From wour computer,
& |

< Back I Mexk = I Zancel

Fig.55

Selezioniamo Modify e clicchiamo su Next
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{5 Microsoft ISA Server 2004 - Installation Wizard
Component Selection

The selected Features will be installed.

Click. on an icon in the lisk to view or modify how a Feature is installed.

154 Bt |

bt (= = | Bdwanced Logaing

IS5A Server Managernent
Firewall Client Installation Share
Message Screener
Configuration Storage server

—Feakture Descripkion

Conkrals access and traffic
between networks,

This Feature requires 9357 KB on
vour hard drive, Ik has 1 aof 1
subfeatures selecked, The
subfeatures require 64 MB on
vour hard drive,

Help | < Back I Hexk = I Zancel

Fig.56

Selezionimo il componente ISA Server e clicchiamo su Next

itz Microsoft ISA Server 2004 - Installation Wizard

Locate Configuration Storage Server

Specify the Configuration Storage server and the credentials for connecting to

the server,

Configuration Skorage server (kype the FODM;

Itu:ulu:ltnDD?.IaI:ul Jpr

Erowse, .. |

—Zonnection Credentials

¥ Connect using the credentials of the logged on user

" Connect using this account:

Iser name: |

Passwaord: |

< Back I Mexk = I Cancel

Fig.57

Inseriamo il nome della macchina su cui € installato il Configuration Storage Server (in questo caso inseriamo il nome

DNS della macchina in questione)

Clicchiamo su Next

36



i'-.%‘ Microsoft ISA Server 2004 - Installation Wizard

Array Membership

Seleck the arraw membership For this IS4 Server computer,

i Create a new array

reate a new array and add this ISA Server computer to that array. To create
an array, wou musk have IS4 Server Enterprise Adminiskrator privileges,

i« ?.__'Iuin an existing array!

add this IS4 Server compuker ko an existing 158 Server array. To join an exisking
array, wou musk have 156 Server Array Sdministrator privileges,

< Back I Mext = I Cancel

Fig.58

Selezioniamo I'opzione Join an existing Array e clicchiamo su Next

jie Microsoft ISA Server 2004 - Installation Wizard x|

Join Existing Array

Specify the arraw this ISA Server computer will join.

Array name:; I

To select an array, wou must have array administrative privileges for the
specified array,

< Back Mexk = Zancel

Fig.59

Clicchiamo Browse e selezioniamo I’Array creato in precedenza (TO1I1SAA001) e clicchiamo Next
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i’-;?l Microsoft ISA Server 2004 - Installation Wizard

Configuration Storage Server Authentication Options

Select how the 158 Server computer will authenticate to the Configuration Storage server,

i Wwindows authentication;
This ISA Server computer and the Configuration Storage server it will connect ko reside
in the same domain or in trusted domains. The connection will be encrypted (signed and
sealed),

" puthertication over S5L enceypred channel
This IS4 Server computer and the Configuration Storage server it will connect ko do nok
reside in trusted domains, or either computer is part af a workgroup, This computer musk
krust the Certificate Authority (Ca) which issued the server certificate to the
Configuration Storage server,
¥ | |Use an existing brusted root & certificate

! Install & brusted rook Cf cerkificate

| Erowse, .., |

@Fnr details about instaling certificates, see the Getting Skarted Guide,

< Back I Hext = I Zancel |

Fig.60

Lasciamo tutto invariato e clicchiamo su Next

{5 Microsoft ISA Server 2004 - Installation Wizard X|

Services Warning

Curing inskallation, some services running locally on this computer may be
trestarted or disabled.

Services that will be restarted during installation:

SMMP Service

FTP Publishing Service

Metwaork Mews Transfer Proktocol (MRTP)
115 Admin Service

Wiatld 'Wide Web Publishing Service

Services that will be disabled during installation:

Inkernet Connection Firewall (ICF) [ Internet Conneckian Sharing (ICS)
IP Metwork Address Translation

Cancel |

< Back.

Fig.61

Clicchiamo su Next
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= Microsoft ISA Server 2004 - Installation Wizard |

Ready to modify the program

The wizard is ready to modify wour installakion,

Click Install to begin the installation,

If vwou wank ko review of change any of your installation settings, click Back, Click Cancel to
exit the wizard,

< Back.

Cancel |

Fig.62

Clicchiamo su Install per procedere con l'installazione di ISA Server.

¥ Microsoft Internet Security and Acceleration Server 2004 El

Installation Wizard Completed

Microsoft i
Internet S &
Acceleration 2004 o
The Installation Wizard completed successfully,

--- [T Invoke ISA Server Management when the wizard closes

Click Fimish ko exit the wizard,

Fig.63

Cliccare Finish per terminare l'installazione.
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CONFIGURAZIONE LOAD BALANCING | NODO
All'interno di Network Connections cliccare di destro su la connessione da configurare in Load Balancing, quindi

selezionare Properties.
Selezioniamo I'opzione Network Load Balancing e clicchiamo su Properties.

Network Load Balancing Properties ed |

Cluster Parameters | Hast Pararneters I Fort Bules I

— Cluster IP configuration

IP address: 0.1 .1 .17
Subnet mazk: I 2ER 2RO 2BE . 0
Eull Internet name; |t|:|1 che006. lab1. pry
MNetwark, addreszs: IEIE-I:uf-EIa-EH -01-11

— Cluster aperation mode

i~ Unicast

[ IGMP multicast

1 &llowe remote control

Femote pazswaord: quuuuu
Confirm pazswond: |nuuu""
k., I Cancel
Fig.64

All'interno della scheda Cluster Parameters inseriamo I'indirizzo IP del Cluster quindi la Subnet e il nome DNS (Es.
tolcltsO06.labl.prv).
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Metwork Load Balancing Properties ed |

Cluster Parameters Host Parameters |F'n:|rt Hulesl

Pricrity [unique hiost idertifier): |1 3:

— Dedicated P configuration

IP address: [ 10,1 1 15

Subnet mask: I 2RR 28R .28 . 0

— Initial host state

Default state: IStarted j

Iw Retain suzpended state after computer restarts

ak I Cancel

Fig.65

All'interno della scheda Host Parameters settare il Priority a 1 quindi inserire I'IP Address reale della macchina in
questione e la subnet e selezionare I'opzione Retain suspended state after computer reastarts.

Metwork Load Balancing Properties el |

Cluzter Parametersl Host Parameters  Port Bules |

Defined part rules:

Clugter |F addressl Stark | End | Frat... | hdode | F'riu:urit_l,ll Load |.-'-‘-.ffinit_l,l |
Al ] B8535 Both ultiple Equal Single

Edit... Remove

Part rule dezcription

TCP and UDP traffic directed to any cluster IP address that amives on portz 0 through
E5535 iz balanced equally across all members of the cluster. Clent [P addreszes are
uzed to aszign client connections o a specific cluster host.

(] Cancel

Fig.66
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All'interno della scheda Port Rules clicchiamo su Add per aggiungere una nuova regola.

Add,/Edit Port Rule d 3|

— Cluster IP addrezs

[ 101 1 18 e [l

— Part range
Eromn: IEDEEI 3: Ta: IEEIEEI E:
— Pratocalz

 UDP 7 Both

— Filtering mode

" multiple host affinity: © Mone ™ Single © Clasz C

Load weight; IEI] 3: or [ Equal

" Single host Handling pricrity: |1 3:

" Dizable thiz port range

| k. I Cancel

Fig.67

Settiamo tutto come in Figura sovrastante e clicchiamo OK (configurazione per tolapls006.labl.prv)



-
N~

\

Add/Edit Port Rule e

— Cluster IP addres=

ar v Al

To: |55535 3:

— Part range
Eram: II:I 3:
— Protocols

" ICP O UDP

i+ Both

— Filtering mode

™ Multiple host

Affinity: 7 Hore %) Single: ¢ Clasz C

Loadweight: |50 = o [F Equgl

™ Single host

Handling pricrity: |'| 3:

[ Disable this port range

| ] I Cancel

Fig.68

Modifichiamo la regole gia esistente come in Figura sovrastante.
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@

hdwanced TCP/IP Settings el

IP Settings |DNS | wins | options |

~IP addresses

IP address | Subnet mask
10,1.1,15 255,255.255.0
10.1.1.17 255,255.255.0
10.1.1.18 255,255.255.0
Add. .. | Edit. .. Remove |

— Default gateways:

Gateway | Mekric |

add. .. | Edit., .. Remove |

—Iv Auktomatic metric

Inberface metric; I

| Ik I Cancel

Fig.69

All'interno di Advanced TCP/IP Setting aggiugiamo gli indirizzi IP del Cluster e dell’Application Server.
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POST CONFIGURAZIONE DEL | NODO

SA Server 2004 Enterprise Edition -] x|
File Action Wiew Help
€= |BHE 283
L_E Microsoft Intermet Security and Accels Microsaft 3
=] Enterprise H‘gg&?}g%ﬁc#ge%m Configuration Storage Server: TO1CLTNOO7.labl.pry Firewall Policy (TO1ISAADD1})
E--% Enterprise Policies Entarriss Eclit
T B rprise Edition
o @ Default Policy
=& Enterprise Mebworks wall P Toolbox \{ Taske \(Felp
a0 Enterprise Add-ins —
: @ Arrays Order = | Falics | ame | Action | Protacaols | From [ Listener | T Protocols Q
E"%%HSAAUM Enterprise Policy Rules Applied Before Array Firewall Policy Users Q
- Monitoring
Firewall Policy (TO115840C Content Types @
‘Wirtual Private Metworks (v
Clr L;a n?a = histworks { Firewall Policy Rules Schedules @
onriguration Metwork Dbjects Q
EE Servers
e Metworks Mew = Edit..  Delete
% Cache Enterprise Policy Rules Applied After Array Firewall Policy 31 Networks
=0 Add-ins — . - y ta . s
B General [#]Last Enterpris= Default rue @ peny L Al Traffic iy Al Networks (... <l Al Enterprise Hetworl
[ Mebwork Sets
E Cormpukers
3 Address Ranges
- [ subrets
[E [ Computer Sets
i .:';. Anywhere
i gﬂ Enterprise Remote Manager
gﬁ Replicate Configuration Sto
5"5 Array S TS
Ha 1psec Remote Gateways
53 Managed IS4 Server Compl
53 Remate Managernent Corp
[ URL Sets
[ Domain Mame Sets
[ web Listeners
< | [ I 2
Fig.70

Sotto Arrays Selezionare Firewall Policy (TO11SAA001) e spostandosi sulla destra cliccare di destro su Array

Servers e selezionare Properties.
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Array Servers Properties ﬂi

General |

El WENEE Array Servers
bl |

]

Computers, address ranges and subnets included in this computer
seb:

Mame | IP Addresses
A tolckknon? labl.pry 10,1.1,15
M tolckn0og.lshl.pry 10.1.1.16

Edit. .. Delete
Description Built-in computer set comprised of the IP
Loptional): addresses of the IS4 Server compukers in this
array
Scope: Array
Ik Zancel apply
Fig.71

Aggiungere il secondo nodo (Es. tolcltn008) quindi cliccare OK

L_E Microsoft Internet Security and Acceleration Microsoft: 1
E| Enterprise H‘:gg:,g%eocnuggryvsérm Configuration Storage Server: TO1CLTNOO7 labl.prv Enterprise Policies
H E‘--@} Enterprise Policies Entarnrise Edition

: @ Default Policy

~<bs Enterprise Netwarks IEE Apply | Discard | To save changes and update the configuration, click Apply.
-+ Enterprise Add-ins L

E@ Arrays
E‘% TO1ISAA001 /Enter rise PDlICIES\ Toolbox \ Tasks \{ Help

% Eonito;i:gl. (TSR0 Name | Description | Protocols
ireweall Policy ) o . ) . ) —
" Wirtual Private Networks (VPR @ Default Policy Built in enterprise policy. This policy includes the predefine. .. Users

= % Canfiguration

Content Types
Schedules

PRLBRE®

Metwork Objects

Mew - Edit... Delete

General

[ Erterprise Netwarks
[ Metwork Sets
] Computers
3 Address Ranges
M [ subrets
B L& Computer Sets
.?,. Anywhere
'_4‘@ Enterprise Remate Manage
% R onfiguration Sko
[0 URL sets
[ Domain Mame Sets

Fig.72
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Adesso a livello Enterprise sempre all'interno di Network Objects selezionare Replicate Configuration Storage

cliccare di destro e selezionare Properties.

Replicate Configuration Storage seryers Properties

General I

2l x|

__i"'t Marne: Replicate Configuration Storage servers

Compukers, address ranges and subnets included in khis cormpuker
set:

Mame | IP Addresses

gtulcltnﬂﬂ?.labl.prv 10.1.1.15
A to1cknoog.labl.pry 10,1.1,16

Edit. .. Delete

Description all Corfiguration Storage servers that are

{optional): replicated with the local Configuration Storage
sarver

Scope:! Enterprise

Ok, Zancel

Apply

Fig.73

Aggiungere entrambi i nodi di ISA Server come mostrato in Figura sovrastante quindi cliccare OK.

=3 Microsoft Internet Security and Accelsration

B Enterprise
; E@ Enterprise Policies

“-[Z Default Policy

~efs ENberprise Networks
i -+ Enterprise Add-ins
=] @ Arrays
=g To1Isa8001

£ Monitoring
4 Firewall Policy (TOL1SAA00L)
L Wirkual Private Metworks (VPH)
E-%4% Configuration
EE Servers

ol Metworks

General

4 3

Microsoft 3
Internet Security &

ACCQIETB;IOI‘I Serverzo04 Configuration Storage Server: TOLCLTNDOT.labl.pry

Firewall Policy (TO1ISAADD1)

Enterprise Edition

i | \ Apply | Discard | Ta save changes and update the corfiguration, click Apply.

/Firewall Policg\

Order = | Palic: | Mame | Action | Protocols

Enterprise Policy Rules Applied Before Array Firewall Policy

Firewall Palicy Rules

Enterprise Policy Rules Applied After Array Firewall Policy

|_T‘ Last  Enterprise Default rule G Deny

L] A Trafic

| From [ Listener

ihnll Netwarks (...

Toolbox ¢ Tasks Y Help

Protocols

Users

Content Types

Schedules

PRRRE

Metwork Objects

Mew - Edit... Delete

[ Metworks
[ Enterprise Networks
[ Network Sets
[ Computers
[ Address Ranges
[ 5ubnets
Bl [ Computer Sets
.f;. Arywhere
f‘cﬁ Enterprise Remotbe Manage
f‘:ﬂ Replicate Configuration Stol
:'g Array Servers
@ IPsec Remote Gakeways

:‘g Remote Management Cornpy
[Z3 URL Sets
[C3 Domain Mame Sets
[Z3 web Listeners

Fig.74
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A livello Array, all'interno di Network Objects selezionare Managed I1SA Server Computers Properties , cliccare di
destro e selezionare Properties.

Managed ISA Server Computers Properkies ed

General I

F_:I ame: Managed [SA Server Compukers
= |

=l

Computers, address ranges and subnets included in khis compuker
sek:

add., .. Edit. .. Delete
DESFUPHD” Built-in computer set comprised of computers
{optional): alloveed ko connect to this array's

Configuration Storage server,

SCope: Array

Ok, I ancel Apply

Fig.75

Cancellare la rete e procedere all’inserimento dei singoli nodi di ISA Server.
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Managed ISA Server Computers Properkies 2=

General I
Mame: Managed IS4 Server Computers
"
=
Computers, address ranges and subnets included in this computer
set:
Marne | IP Addresses

A to1ckn0?.labt.pre 10.1.1.15
A tolckning labl.pre 1001.1.16

Edit. .. | Delete
DESFUF'UD” Euwilt-in computer set comprised of computers
{optionaly: allowwed ko connect ko this array's

Configuration Storage server,

SCope: Array

Ik Zancel apply

Fig.76

Inserire i due nodi di ISA Server come mostrato in Figura sovrastante.
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Internet Security &

Acceleration Serverzn04 Configuration Storage Server: TO1CLTNOO7. labl.pry
Enterprise Edition

____.-': Apply | Discard | Tao save changes and update the configuration, dlick Apply.

Firewall Policy

Order = | Palicy | Mame | Ackion | Protacals | Frar [ Listener

Enterprise Policy Rules Applied Before Array Firewall Policy

Firewall Policy Rules

Enterprise Policy Rules Applied After Array Firewall Policy

Last  Enterprise Default rule Dy I8 Al Traffic Al Mebwiorks
da

Fig.77

Cliccare Apply per applicare le modifiche effettuate.
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CONFIGURAZIONE Il NODO (tolcltnO08.labl.prv)

Inseriamo all’interno del lettore CD ROM il cd di ISA Server Enterprise Edition poi clicchiamo su Start , My Computer ed
infine clicchiamo di destro sul lettore cd rom e selezioniamo Open.

o [=F3

Fil=  Edit View Favorites Tools  Help |£l

QBack ~ ) - (| Psearch [ Folders | & 3 X 9| M-

Address E D j a0
Mame = | Size | Type | Date Maodified | Akkribukes |
[ File: Folder 19012005 1.00 R

[Ctools File Folder 19)01/2005 1.00 R
__'_-}autu:urun.inf 1 KB Setup Information 19012005 1.00 R
@ISA2DDDmigratE.htm 53 KB HTML Docurment 19012005 1.00 R
@isa.bmp 664 KE  Bitmap Image 19/01/2005 1.00 R
Lglisa.iccl 13 KB Icon 19/01/2005 1.00 R
%IS.ﬁ..ﬁ.uturun.exe 93 KB  Application 19/01/2005 1.00 R
__}isaauturun.inf 13KE Setup Information 19/01/2005 1.00 R

@ isastart,chim 203 KB Compiled HTML Help...  19/01/2005 1.00 R

% License.rtf 157 KB  Rich Text Document 19/01/2005 1.00 R
@readme.htm 19KE HTML Document 19/01/2005 1.00 R

11 objects

1,15 ME

| .'_i My Compuker

Fig.78
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Apriamo la cartella FPC e lanciamo il file setup.exe

& D:\FPC

File Edit Wiew Favorites

Tools

Help

=101 x|

QEak ~ &) - (¥ | - Search

. Folders | B (3 X"?|*

Address I[ﬁ DAFRC

L

Gu:u

Mame = | Size | Type | Drate Modified | Aktributes |
HE[EE[?T_EH.‘?E..E File Falder 19/01 /2005 1.00 R
[ 5ystemaz File Folder 19/01 /2005 1.00 R
o) WINDOMWS File Falder 190142005 1,00 R
r}lnstaIIJninedServer.ini 4 kB Configuration Settings  19/01/2005 1,00 R
}InstaIINew.ﬁ.rray.ﬁ.ndServer.ini SkE Configuration Settings  19/01/2005 1,00 R
}InstallNewManagementServer. . 3KBE Configuration Settings  19/01/2005 1,00 2]
j}InstallStandaInneServer.ini 6 kB Configuration Settings  19/01/2005 1,00 R
@instmsia.exe 1.486 KB Application 19/01 /2005 1.00 R
@instmsiw.exe 1.498KE Application 19/01/2005 1.00 2]
ﬁE’MS_FPC_Server.msi 2945 KB Windaows Installer P...  19/01)2005 1.00 R
setup.bin 100KE  BIN File 1940142005 1.00 R
insetup.exe 319KE  Application 19/01/2005 1.00 R
j}setup.ini 62 KB Configuration Setkings  19/01/2005 1,00 R
j}uninstallsewer.ini ZKE Configuration Settings  19/01/2005 1,00 R

|14 ohjects

Fig.79

6,27 MB

| d My Computer
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jig Microsoft ISA Server 2004 - Installation Wizard

Welcome to the Installation Wizard for

% Microsoft ISA Server 2004
Microsoft

Internet Security &

Acceleration 2004
The Installation Wizard will install Microsoft 154 Server 2004 on

wour computer.,

WARMNING: This program is protected by copyright law and
inkernational kreaties.

L. - Tao cantinue, click Mesxt,

Cancel |

= Back
Fig.80
Cliccare Next

i-.a Microsoft ISA Server 2004 - Installation Wizard EI

License Agreement
Flease read the Following license agreement carefully.

EIND-TISER LICENSE AGEREEMENT FORE MICEOSOFT :I
SOFTWARE

MICROSOFT INTERNET SECURITY

AND ACCELERATION SERVER 2004
EFntarnrice Fditinn hd

¥ I accept the berms in the license agreement;

" Ido not accept the terms in the license agreement

< Back I hext = I Cancel

Fig.81

Accettare la licenza e cliccare su Next
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i".g‘ Microsoft ISA Server 2004 - Installation Wizard

Customer Information
Please enter wour customer details.

Lser Mame:
Qrganization:

Product Serial Mumber:

| |-| ' |-| |-| |-| |

< Back I hext = I

Cancel

Fig.82

Lasciare tutto invariato e cliccare su Next

i'-.%‘ Microsoft ISA Server 2004 - Installation Wizard

Setup Scenarios

Select the scenario that best describes this installation,

" Install ISA Server services
The computer will be an ISA Server array member running IS4 Server services,

The computer will skore the configuration used by 156 Server arrays, 158 Server array

computers will connect to this server to retrieve the configuration.

" Install both ISA Server services and Configuration Storage server

The computer will be an 154 Server array member and used to store the enterprise

configuration.

" Install ISA Server Management

The computer will be used to remotely manage the ISA Server enterprise,

< Back I Mexk = I

Cancel

Fig.83

Selezionare la seconda opzione come mostrato in Figura sovrastante, quindi Next

54



P

jie Microsoft ISA Server 2004 - Installation Wizard x|

Component Selection

The selected Features will be installed.

Click on an icon in the list to view or modify how a Feature is installed.

—Feature Descripkion

Contrals access and trafFfic
bebween networks,

IS4 Server Managemenk
Firewall Client Installation Share
Message Screener
onfiguration Storage server

This Feature requires 15 ME on
wour hard drive, Ik has 0 of 1
subfeatures selected, The
subfeatures require 0 KB an your
hard drive.

Inskall ko

Change. .. |
Help Space < Back I Mexk = I Cancel |

Fig.84

Lasciare tutto invariato e cliccare Next

i'-g‘ Microsoft IS4 Server 2004 - Installation Wizard El

Enterprise Installation Options

Are you creating a new enterprise or replicating an existing enterprise configuration to this
Configuration Skarage server?

" Create a new ISA Server enterprise

Lse this option to create a new IS4 Server enterprise during installation. This
computer will become a Configuration Skorage server thak arrays can use,

¢ Create a replica of the enterprise configuration:

Use this option to copy the enterprise configuration settings stored on a
Configuration Storage server to this computer, This option enbances Faulk kolerance
by providing a replica of the enterprise configuration, 154 Server arrays can also
use this Configuration Storage server,

< Back I Mext = I Cancel

Fig.85

Selezionare la seconda opzione visto che stiamo procedenso con l'installazione della Replica della prima macchina.
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jiE Microsoft ISA Server 2004 - Installation Wizard

Locate Configuration Storage Server

Specify the Configuration Storage server to replicate and the credentials For
connecting ko the server.,

Configuration Storage server (bvpe the FQDM);

Itu:ulu:ltnEIEI?.IaI:ul | Browse. .. |

— Connection Credentials

¥ Conmect using the credentials of the logged on user

" Connect wsing this account;

Iser name: I

Password: |

< Back I hext = I Cancel

Fig.86

Inserire come Configuration Storage Server il nome DNS del primo nodo (tolcltn007.labl.prv)

iz Microsoft ISA Server 2004 - Installation Wizard x|

IsA Server Configuration Replicate Source
Select the location Ffrom which the initial 154 Server configuration will be replicated.

‘fou can replicate the initial IS8 Server configuration Fram the Confiquration Staorage server
over the netwark, or copy it from backup files, Replicating over a network using slow links
(10 Mbps or less) may take a long time, particularly if the enterprise has a large number of
arraws.

{+ Replicate over the netwark:

Select this option when replicating over a fask network,
™ Copy From the restored backup files

Select this option to optimize setup time on a network with show links, or when wour
enterprise has a large number of arrays.

Restored data folder:

I Browse, .. |
< Back I Mexk = I Cancel |

Fig.87

Lasciare tutto invariato e cliccare Next
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jiie Microsoft ISA Server 2004 - Installation Wizard

it

Enterprise Deployment Enyironment

Are your 158 Server enkerprise computers deploved in a single domain or across trusted
domains?

% I am deploving in a single domain or in demains with trost relationships:

Select this option if all wour ISA Server computers and Configuration Storage servers are
in the same domain o in domains with trust relationships.

™ I am deploving in & workgroup or in domains without brusk: relationships

Select this option if vour 154 Server computers and Configuration Starage servers reside in
a warkgroup or across domains that do not have trost relationships, IF vou select this
option, a server certificake musk be installed on this computer,

Server certificate: | Erowse, .. |

Certificate password: I

@ This setting may be modified after Setup, For details, see the Getting Started Guide.

< Back I Mext = I Zancel

Fig.88

Senza modificare le impostazione cliccare Next

jiF Microsoft ISA Server 2004 - Installation Yizard X

Ready to Install the Program

The wizard is ready to begin installation,

Click Install ko beqgin Ehe inskallation,

IF wou want bo review or change any of wour installation settings, click Back, Click Cancel to
exik the wizard,

< Back

Cancel |

Fig.89
Per procedere con l'installazione cliccare su Install

Attendere qualche minuto fino al completamento dell’installazione.
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= Microsoft Internet Security and Acceleration Server 2004 x|

Installation Wizard Completed
Micrasoft

Internet ity &
Eﬁelemﬁsﬁ%m

The Installation Wizard completed successfully,

[ Invoke IS& Server Management when the wizard closes

Click Finish ko exit the wizard,

Fig.90

Cliccare su Finish

Adesso procediamo con la seconda parte dell’installazione.
Lanciamo il Setup.exe dal CD ROM

i'._%la Microsoft ISA Server 2004 - Installation YWizard |

Welcome to the Installation Wizard for

; Microsoft ISA Server 2004
Micrasoft

Internet ity &
Eﬂelemﬁsﬁ%m

This wizard helps yvou install Microsoft 154 Server 2004
Enterprise Edition and its components on this computer,

Tao cankinue, click Mesxt,

< Back

Cancel |

Fig.9o1

Cliccare Next
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jig Microsoft ISA Server 2004 - Installation Wizard

Program Maintenance

Modify, repair, or remove the program,

hange which program features are installed. This option displays the
Cuskom Selection dialag used ko chanage the way Features are installed.

Repair inskallation efrars in the program, This opkion fixes missing ar
corrupk files, shorkcuts, and reqgistry entries,

8 Remove

@ Remove Microsoft 154 Server 2004 From wour computer,
& |

= Back I Mext = I Zancel

Fig.92

Selezionare Modify e cliccare Next

iz Microsoft ISA Server 2004 - Installation Wizard x|

Component Selection

The selected Features will be installed.

Click on an icon in the lisk bo view or modify how a Feature is installed.

—Feature Description

Inskalls Micrasaft Daka Engine
(MSDE) used to view and to filker
historical log data.

IS4 Server Managenment
Firevaall Client Installation Share
Message Screener

Configuration Skorage server This Feature requires &4 ME on
vour hard drive,

Help | < Back I Mexk = I Zancel

Fig.93

Aggiungere all’installazione il pacchetto ISA Server e cliccare su Next
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il Microsoft ISA Server 2004 - Installation Wizard

Locate Configuration Storage Server

Specify the Configuration Storage server and the credentials for connecting to
the server,

Configuration Skorage server (kype the FODM;

Itu:ulu:ltntltl?.lal:ul pr| Browse. .. |

— Conneckion Credentials

¥ Connect using the credentials of the logged on user

£ Connect wsing this account;

Ilser name: |

Password: |

< Back I Fext = I Cancel |

Fig.94

Inserire come Configuration Storage Server il nome DNS del primo nodo quindi Next

jig Microsoft ISA Server 2004 - Installation Wizard x|

Array Membership

Select the array membership For this IS8 Server computer,

8 Create a new array

Create a new array and add this IS4 Server computer ko that array, To create
an array, vou must have IS8 Server Enkerprise Administrator privileges,

fs ﬁ___hin an existing array:

Add this 154 Server compuker bo an existing IS4 Server array, To join an exiskting
array, wou must have IS4 Server Array Administrator privileges,

< Back I Mext = I Cancel

Fig.95

Selezionare la seconda opzione e cliccare su Next
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i".% Microsoft ISA Server 2004 - Installation Wizard

Join Existing Array

Specify the array this ISA Server cormpuker will join,

Array name: [ro115a8001

To select an array, you must have array administrative privileges for the
specified array,

< Back Mext = Cancel

Fig.96
Selezionare I’Array creato in precedenza (con il tasto Browse) e cliccare Next

iz Microsoft ISA Server 2004 - Installation Wizard x|

Configuration Storage Server Authentication Options
Select how the 158 Server computer will authenticate to the Configuration Storage server,

&+ Windows authentication;
This ISA Server computer and the Configuration Storage server it will connect ko reside
in the same domain or in trusted domains. The connection will be encrypted (signed and
sealed),

£~ authentication over 551 encrypted channel
This IS4 Server computer and the Configuration Storage server it will connect ko do nok:
reside in trusted domains, or either compuker is part af a warkgraup, This computer musk
krust the Certificate Autharity (C80 which issued the server certificate to the
Configuration Storage server,
% | |Use an existing brusted oot ©4 certificate

| Install & trusted rook Cf cerkificate

| Erowse... |

@Fnr details about installing certificates, see the Getting Sktarted Guide.

< Back I Bext = I Zancel |

Fig.97

Lasciare tutto invariato e cliccare Next
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jiz Microsoft ISA Server 2004 - Installation Wizard

Services Warning

During inskallation, some services running locally on this computer may be
restarted or disabled,

Services that will be restarted during installation:

SMMP Service

FTP Publishing Service

Metwork Mews Transfer Protocol (MMTP)
115 Admin Service

Wiorld Wide Web Publishing Service

Services that will be disabled during installation:

Internet Connection Firewall {ICF) | Internet Conneckion Sharing {ICS)
IP Metwork Address Translation

< Back

Cancel |

Fig.98

Cliccare Next

jiz Microsoft 1SA Server 2004 - Installation Yizard x|

Ready to modify the program

The wizard is ready to modify wour installation.

Click Install ko begin the installation,

IF wou want ko review or change any of vour installation settings, click Back. Click Cancel bao
exik the wizard.

< Back

Cancel |

Cliccare su Install per procedere con l'installazione e attendere qualche minuto fino al completamento.

Fig.99
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B Microsoft Internet Security and Acceleration Server 2004 x|

Installation Wizard Completed

Micrasoft

Internet ity &
Eﬂelemﬁsﬁ%m

The Installation \Wizard completed successFully.

--- [T Irwvoke IS4 Server Management when the wizard closes

Click. Finish to exit the wizard,

Fig.100
Cliccare Finish

[ Microsaoft Inkernet Security and Acceleration
El Enterprise
: El@} Enterprise Policies
- 7 Default Policy
------ =% Enterprise Metworks

SR Y 1011544001
-] Manitoring
----- g Firewall Palicy (TO1ISA80010
S Wirkual Private Networks (VPR

=% Configuration

G servers

o Nebwarks

% Cache

<3 Add-ins

------ izeneral

Fig.101

Adesso andiamo sul | nodo (tolcltn007.labl.prv) e cliccando di destro su TO1ISAAOO1 selezionare Properties.
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TO1ISAADDL Properties ed |

General I Folicy Settings
Configuration Storage I Intra-tmray Credentials I Azsign Foles

Specify the Configuration Storage server used to store the aray
configuration. *hen the specified server iz unavailable, the alternate server
will be uzed.

Configuration Starage server [enter the FLDM]:

ITEI'I CLTHOO7 lab1.pre Browsze. .

Alternate Configuration Storage server [optional):

1§

Itu:-'l cln002.1ab1 . pry Browse. ..

Check the Configuration Storage server for updates evenys:

I 15 zeconds j I

Select the authentication wpe uzed for connections between (54 Server
and the Configuration Storage server:

I

I"v\-"inl:ll:nws authentication Select...

i To zave these zethings, thiz computer must be able bo connect to
the zpecified Configuration Storage servers.

k. I Cancel Apply

Fig.102

Nella Scheda Configuration Storage aggiungere all’interno del campo Alternate Configuration Storage Server
(optional) il 11 nodo di ISA Server (Es. tolcltn008.labl1.prv), quindi OK.
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Micresaft 1
Internet Security &

Acceleration Sefver 204 Configuration Storage Server: TO1CLTNOO7 labl.pry

Enterprize Edition

_ .": Ay | Dizcard | To save changes and update the configuration, click Apphe.

/' Getting Started \

Getting Started with ISA Server 2004 Enterprise
Edition
g»‘ 5 In a mulki-server array, a dedicated network adapter is required on each array member For
: ;) inkra-array communication in Metwork Load Balancing deplovments, and provides enhanced

security in other scenarios,
Read abouk configuring and securing the inkra-array communication,

Fallow these steps ko sek up this IS8 Server array,

h\‘ Define Metworks for your ISA Server Array

Create wour 1948 Server array Inkernal nebwork and network, lavoot, Use netwark rales bo
specify MAT or route relationships between the networks in the array, Specify i network
lmad balancing and CARP will be applied ko the arraw nebworks,

View and Create TO1ISAADD1 Firewall Policy Rules

Create rules defining how 154 Server allows secure access to Internet sites, corporate e-
mail, network servers, services and websites inside and outside wour corporate network,
Idse the system policy editor to define how IS4 Server enables the infrastructure
necessary to manage nebwork security and conneckivity, Read about system policy., ..

Define How ISA Server Caches Web Content

Define a cache drive and then accelerate Web performance by specifying how Web
content is downloaded to the cache and how often objects in the cache are updated,

E’ Configure VPN Access

Enable and configure a secure virkual private nebwark (WP For remoke client access ko
the Internal network,

Fig.103

Cliccare Apply per confermare le modifiche effattuate
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CONFIGURAZIONE LOAD BALANCING 11 NODO
All'interno di Network Connections cliccare di destro su la connessione da configurare in Load Balancing, quindi

selezionare Properties.
Selezioniamo I'opzione Network Load Balancing e clicchiamo su Properties.

MNetwork Load Balancing Properties ed |

Cluzter Parameters | Host Pararneters I Port Hulesl

— Cluzter IP configuration

IF address: [ 10,1 .1 .17
Subnet mazk: I 2eh2RR O Z2RR . 0
Eull Internet name: |t|:|1 che00E. lab. pry
Hetwaork, address: IEIS-I:uf-EIa-EI'I -01-11

— Chuzter operation mode

i Unicast [ IGMP multicast
1 Allow remote control
Femote password: qunuun
Confirm pasgwaord: qunuun
| 2k I Cancel
Fig.104

All'interno della scheda Cluster Parameters inseriamo I'indirizzo IP del Cluster quindi la Subnet e il nome DNS (Es.
tolcltsO006.labl.prv).
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Metwork Load Balancing Properties ed
Cluster Parameters Host Parameters I Port Rules |

Ericrity [unique hozt identifier]; 2 =

— Dedicated IP configuration

IF address: 0.1 .1 18

Subnet mask: [265. 255 . 256 B

~ Initial host state
Default state; I Suspended j

[ Betain suspended state after computer restarts

F. I Cancel

Fig.105
All'interno della scheda Host Parameters settare il Prioriry a 2 quindi inserire I'lP Address reale della macchina in

questione e la subnet e selezionare I'opzione Retain suspended state after computer reastarts.
Visto che ¢ il secondo nodo conviene mettere come Default State Suspended per evitare casini con Load Balancing.
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Metwork Load Balancing Properties ed |

Cluster F'arametersl Host Parameters  Piort Rules |

Defined poart rules:

Clazter [P addressl Start | End | Frat... | tdode | F'riu:urityl Load | Affinity |

&l 0 65535 Both  Muliple

Equal Single

Edit... Bemove

Part rule dezcription

TCF and UDF kraffic directed to any cluster IF addrezs that amves on portz O through
65535 iz balanced equally acrozs all members of the cluster. Client IP addrezzes are

wzed to azsign client connections to a specific cluster hogt,

] 4 | Cancel

Fig.106

All'interno della scheda Port Rules clicchiamo su Add per aggiungere una nuova regola.

add/Edit Port Rule d i
 Cluster IP addrezs
[10. 1 .1 18 o [ al
— Part range
From: IE!EIE!EI 3: To IBDBD 3:
~ Protocolz
« TR C UDP " Both
— Filtering mode
%' Multiple host affinity: £ Mone % Single  Clazs C
Load weight: Iﬂ or v Equal
™ Single host Handling priority: I'I 3:
"~ Dizable thiz port range

o]

Cancel

Fig.107
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Settiamo tutto come in Figura sovrastante e clicchiamo OK (configurazione per tolapls006.labl.prv)

Add,/Edit Port Rule 21

— Cluzter IF addres=

. ar v Al
— Paort range

Erom: |0 = To IE‘.5535 3:
— Protocols

" ICP " UDP & Bath

— Filtering mode

" Multiple host Affinity: 7 Hore &) Single: € Clasz ©

Laad weight: |5|] 3: o [ Equdl

" Single host Handling pricrity: |1 3:

+ Dizable this port range

| ] I Cancel

Fig.108

Modifichiamo la regole gia esistente come in Figura sovrastante.
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Advanced TCP/IP Settings el

IP Settings |DN5 | wins | options |

—IP addresses
IP address | Subnet mask,
10.1.1.16 255,255.255.0
10.1.1.17 255,255.255.0
10.1.1.18 255,255.255.0
Edit. .. Remoyve |
—Default gateways:
Gateway Mektric |
Add. .. | Edit. .. Remove |
—Iv Butomatic mekric
Interface metric; I
K Cancel

Fig.109

All'interno di Advanced TCP/IP Setting aggiugiamo gli indirizzi IP del Cluster e dell’Application Server.
Finita la configurazione aprimao una Shell di DOS e digitiamo i seguenti comandi

nlb query

Dovremmo leggere Host Stopped

Adesso digitiamo in successione

nlb resume

nlb start

Se proviamo a digitare di nuovo

nlb query

notiamo che la macchina risulta agganciata al Cluster di Load Balancing.
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Metwork Load Balancing Properties

Cluster Parameters  Host Parameters | Port Hulesl

Ericrity [unique host identifier): |2 3:

— Dedicated P configuration

IF address: [ 10,1 .1 18

Subnet maszk: I 2850285285, 0

— Initial hogt state

Default state:

¥ Retain suspended state after computer restarts

I

Cancel

Fig.110
Settiamo in Network Load Balancing Properties, quindi in Host Parameters Started.

Come mostrato in figura sovrastante
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