INSTALLAZIONE MANAGEMENT CHECKPOINT SU WINDOWS 2003
ENTERPRISE EDITION

Inserire il CD ROM contenente la cartella Windows_wrapper_R55_15 quindi aprirla e lanciare il file Setup.exe .

Thank you for choosing
Check Point Software Technologies

[ CLIF

Flease make sure you have obtained a license
before continuing, If you do not have a license, see
vour reseller or visit the Check Point User Center.

We recommend that you close all other applications
before running this installation program,
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<& More Security Solutions
#k Evaluation Dptluns & Contack Information

- Bead More About Installation

This praduct is protected by copyright law and -
“. all unauthorized reproduction is forbidden, 7 .'- X
’ g et Exit

Fig.1

Cliccare su Next



License Agreement

Cliccare su Yes

Check Point Software Technologies Ltd.
License Agreement W .NG,2

This End-user License Agreement (the
"Agreement') is an agreement between you (both
the individual installing the Product and any legal
entity on whose bhehalf such individual is acting)
(hereinafter "You" or "Your") and Check Point
Software Technologies Ltd. (hereinafter "Check
Foint"]).

TAKING ANY STEP TO SET-UP, USE OR INSTALL THE
PRODUCT COMSTITUTES YOUR ASSEMNT TO AMND
ACCEPTAMCE OF THIS EMD LUSER LICEMSE
AGREEMEMT, WRITTEM APPROVAL IS NOT A
PREREQUISITE TO THE WALIDITY OR
EMFORCEABILITY OF THIS AGREEMEMNT AMD MO
SOLICITATION OF AMY SUCH WRITTEN APPROMWAL BY
QR OM BEHALF OF ¥OL SHALL BE COMSTRUED AS AN
INFEREMCE TOQ THE COMTRARY, IF YOI HAWVE
QRDERED THIS PRODLCT SUCH ORDER IS
COMSIDERED AN OFFER BY Y OU, CHECEK POINT'S
ACCEPTAMCE OF ¥OUR OFFER IS EXPRESSLY
COMDITIONAL OR YOUR ASSENT TO THE TERMS OF
THIS AGEEEMEMNT, TO THE ExXCLUSION OF ALL

OTHER TERMS. IF THESE TERMS ARE COMNSIDERED
&M CIFFFER By CHESE PAOTHT YOl IR ACCERTARMTE TS

If you accept all terms of this license agreement, click YES.

If you do not, click NO.
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- More Security Solutions

& Contackt Information

Fig.2

Back Yeas Mo



Please select one of the following options:

{*'Check Point Enterprise/Pro

Check Point Enterprisef/Pro - for headquarters
and branch offices,

{ 'Check Point Express

Check Point Express - for medium-sized
businesses,

Installation Options

~ More Security Solutions

<& Caontack Information

B Find the most up-te-date inforrmation about the proaducts on thiz CDy

T ¢

. Back Mext Exit

Fig.3

Cliccare su Next




Flease select one of the following options:

{ 'Demo Installation
Install smartConsole GUI clients only

(+'New Installation

Install SmartConsole GUI clients and/for
additional server or desktop security products

{ ‘Installation Using Imported Configuration

Install server products based on imported
configuration from another SmartCenter server

Installation Options

Con't have a configuration file yet? Learn maore,

« More Security Solutions

< Contack Inforrmation

Find the most up-to-date information about the products on this CO0.

Back Mext Exit

Fig.4

Selezionare New Installation (gia selezionato di default) e cliccare su Next
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N b
444 Mowe mouse over a name to read about S
.. that product. Check the box next to - m’ﬁ
" the name to install that product. -~
GATEWAY
[ WPM-1 Pro . T
[T WPM-1 Accelerator s e
CardS W AMALE AGOLLDRATE
[ FloodGate-1 Check Point's
[~ SecureClient three-tier architecture
qulcy SEI"-.-'.EI’ Check Point's three-tier
[T Smartview Monitor architecture consists of
[T Userdutharity gateway-, client-, and ,
Eﬁgg;}s:rii?wtgsg?&t: a -« More Security Solutions
MAMAGEMEMNT SERVER - ' f
[7] Smartcent centralized management g & Clotisit Liielinsiien
marti-enter server and an intuitive
[T smartview Reporter dashboard-style GUI, This architecture delivers the
most robust mechanism to create WPHN, firewall, and
MAMAGEMEMNT CONSOLE Qo5 policies and automatically distribute them to
[~ SmartConsole multiple enfaorcement points, thus reducing labor

and cutkting costs,
¥YPMN CLIENT

[T WPM-1 SecuRemote
FWPHN-1 SecureClient

CBack  Mesxt Exit

Fig.5

Selezionare SmartCenter e SmartConsole quindi cliccare Next.



Please specify the SmartCenter type you are
about to install;

(* Primary SmartCenter

( 'Secondary SmartCenter

r'Lug Server

SmartCenter Setup

LB Contact Information

«p More Security Solutions

B Find the mnost up-to-date information about the producks on this CO.

o

. Back Mext

Fig.6

N

4
Selezionare Primary SmartCenter &Ifzioanto di Default) e cliccare su Next
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Check Point Installation Program NG with Application Intelligence

Information

Pleaze read the following text,

"ol have selected the following productz]; ﬂ

SmartCenter

i o

[rztallShield

Cliccare su Next

Check Point ¥PN-1 Pro NG with Application Intelligence (R55) ﬂ

Destination Location

Setup will install Check Point WPN-1 Pro MG with Application Inteligence [R55] in the
following folder.

T inztall ko this falder, click Mest. Tao install bo a ditferent folder, click Browse and select
another folder.

Drestination Folder

C:\Pragram Files\Fw14RE5

[rztalls hield

¢ Back Cancel |

Fig.8

Cliccare su Next



Check Point ¥PN-1 Pro NG with Application Intelligpence (R55)

Setup Status

Check Point %YPM-1 Fro MG with Application Inteligence [R55] Setup iz performing the
requested operations.

Inztalling:

C:hwf M DS P18 BEENbinhupgrade_toolshupgrade_impart. exe

[ratallShield

Fig.9

Attendere il completamento dell’installazione (occorreranno alcuni minuti)

x

"
\\1]) Check Point YPR-1 Pro kG with Application Inteligence (RSS) installation completed.

Fig.10

Cliccare su OK.
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= Licenses

IP Address | E spiration Date | Sk /Features

4| | ]

Eetch From File... Add.. Delete |

Mote: The recommended way of managing licenzes iz using
SmartUpdate. Thiz window can be used to manage lozal licenses anly
an thiz machine.

'ou can obtain license from Check Point User Center at;
hittp: v, checkpaoint comdusercenter

¢ Back Cancel Help

Fig.11

Cliccare su Next senza inserire la Licenza.
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= Administrators x|

— Administrator's Permigzions:

M ame | Manage Adminiztrators I b onitoring | Security | |lzers

| &

Edi. | Delete |

Specify Administrators who are permitted to uze the G clients ta log into
thiz SmartCenter Server.

'ou muzt define at least one Administrator.

M ate: Administratorz: can alzo be defined uszing the SmartDazhboard.
These Adminiztartars are not shaown here,

< Back Mest > Cancel Help

Fig.12

Inserire un utente che possa accedere alla GUI del client.
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Cliccare su Next

3“___. Administrators

I

— Adminiztratar's Permizzions:

M ame | anage Administrators | b anitoring | Secunty I |Jzerz

1 | i

Add. Edi. | Delete |

S pecify Administrators who are permitted o uze the G clients talog into
thiz SmartCenter Server.

'ou mugt define at least one Administrator.

M ate: Adminiztratorz can alzo be defined uszing the SmartD aghboard.
Thesze Administartors are not shown here,

< Back Mest > Cancel Help

Fig.13
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-= GUI Clients

— U Clients:

Remaote hostname:

| Add > |
t'ou can uze wildoards.
See Help for details. ﬂl

In certain configurations, vou must ingtall
a Security Policy before the G Clients
zettings can apply.

See Help for details.

Specify remote chents from which an Administrator can log on to this
SmartCenter Server.

< Back I Mest > I Cancel Help

Fig.14

Cliccare su Next
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== Key Hit Session

The random data will e used a2 a zeed/for eyptographic operations.
Pleaze enter, zome randarm text untlpau bear the beep and the Bar s
full:

Blandam Charactens:

e

@

Mmte; Strokes that are too fast o too zimilar bo the predeceszar
strokes, are ignored.

EERRRENERERRRENEEENEN
Thank you |

Cancel Help

Fig.15

Premere a caso i pulsanti sulla tastiera per craere una chiave di sessione quindi cliccare su Next.



-= Certificate Authority

Inserire il nome delle CA e cliccare s

14
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Cliccare su Finish.

Cliccare su OK.

4= Fingerprint

The SmartCenter Server fingerprint iz dizplayed below.

YWwhen a GUI Clent initially connects to thiz SmartCenter Server, it will be asked
bo compare its fingerprint with the currently dizplaved fingerprint.

BING COLD MUCH HALL MAY FAIN COIL BOF SHa% BEST JACK EACH

f'ou can export the fingerprint to a test file, which can Exnott o fi
be acceszed from the GUI Client machine(z]: LR

< Back Caricel Help

Fig.17

P

L
\:!_) Thank wou For installing Check Point Software

Fig.18
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Check Point Installation Program NG with Application Intellige

Setup Complete

Setup has finizhed copring the files and zetting the
components that are needed for installed zoftware operation on
thiz computer. To activate the installed zoftware operation, pou
st regtart your computer.

£ Nes, | want bo restart my computer now

i plo, | will restart my computer later,

Femove any digks from their dives, and then click Finizh to
complete setup.

¢ Back I Finizh I Eanzel

Fig.19
Selezionare no, | will restart my computer later e cliccare su Finish.

Quindi rimuovere il CD ROM di installazione e riavviare la macchina.
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Adesso lanciamo il file fwgui_R55_541000127_2_ Win.exe

Check Point SmartConsole NG with Application Intelligence 5[

Welcome to the Check Point Installation ‘Wizard.

The Check Paint [nstallation wizard will install Check. Paint
SmartCongole NG with Application Inteligence [(R55] an
your computer, To continue click Mesxt.

Cancel |

Fig.20
Cliccare su Next

Check Point SmartConsole NG with Application Intelligence ﬂ

Choose Destination Location

Setup will ingtall Check Point SmartConsole MG with Application Inteligence [R55] in the
following folder.

To ingtall ko this folder. click Mext. To install to a different folder. chick Browse and select
another folder.

Drestination Folder

C:%Program Filez\CheckPoint\SmartConzoleh R 55 Browse... |

| retall S hield

¢ Back Cancel

Fig.21

Cliccare su Next.



Check Point SmartConsole MG with Application Intelligence _'

Choosze Destination Location

Setup will install Check Paoint SmartConzole MG with Application Inteligence [R55] in the

follcoming Falder.

Toinztall ta thiz folder, click Mest. Tainstall ko a different falder, click Browse and select

another folder.

Destination Folder
|VE:"~F'r|:|gram Filez\CheckPointySmartConsolehF 55

Browse. .. |

[Fiztalls hield

Fig.22

Check Point SmartConsole MG with Application Intelligence (R

Select Clients

Chooze the clients Setup will install.

< Back Cancel

Select the chentz you want to install, and clear the clientz you do not want o install.

] Smartifiew Tracker

] Smartifiew Status

-] Smartlpdate

-] SecureClient Packaging Toal
-] Smartyiews kanibar

-] Smartyiew Reparter

— Description

The SmartCongole manages:
Fireghafall-1, WPN-1,
SmartDefenze, FloodG ate-1
and more,

<[] U=er Manitaor
-] SmartL5
Space Required on C; 32136 K
Space Available on C; 2EET152 K
| rigtalls hield

< Back | Hest » I Cancel

Fig.23

Cliccare su Next

18



Check Point SmartConsole NG with Application Intel
Setup Status

Check Paoint SmartConzole MG with Application Inteligence [R55] Setup iz performing the
requested operations.

Instaling: EECEEOE %
\?) Do ol wank to create SmartConsole Shortcuts on Deskkop?

[rztallS hield

Cancel |

Fig.24

Cliccare su No.

Check Point SmartConsole NG with Application Inte

Setup Status

Check Paoint SmartConzaole MG with Application Inteligence [R55] Setup is performing the
requested operations.

formation x|

i The Check Paoint Installation Wizard has successtully inskalled Check Point SmarkConsole MG with Application
Inteligence (RSS) .

|mztallShield
Cancel |

Fig.25

Cliccare su OK
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Adesso avviamo lo SmartDashboard R55 da Start, Programmi.

SmartDashboard

[~ DemoMode  [Basic (Fiewall =]
&+ User Name I.ﬁ.dministratur
" Certificate; I j J
Passward: [
SmartCenter Server: Itu:u'l retz001| j
[ Read Only
More Oplions =3
oK ot |
Fig.26

Autentichiamoci inserendo User Name, Password e SmartCenter Server (non € nient’altro che il nome DNS della macchina
in oggetto).

SmartDashboard

Thiz iz the firgt time yow are contacting thiz SmartCenter Server.

SmartCenter Server:  |tolnetz001 - 192.168.1.3

FakE ORE LUNG LIFT LOOT AIDS 5TAG HELD

EgErsE LEFT STEM S0UL GENT

To be absolutely sure that no one 1z Imperzonating your management,
compare the Fingerprint in the Configuration T ool of the SmartCenter Server,
ko thiz Fingerprint.

D'o you approve this Fingerprint as walid?

Cluit |
Fig.27

Cliccare su Approve (per il Fingerprint)

20



Check Point Trial Period

Check Point product Trial Penod will expire in 15 days.
During thiz peniod you are able to uze the complete Check Point
Product Suite.

Pleaze obtain your permanent icenze from Check. Point
zer Center at:

hkkpe ) e, checkpaint, com)usercenter

¥ Do not shaow thiz agair

Fig.28

Cliccare su OK

e |Q |":21 ||_?,_|5} |,g| | | £ Security |.'§ Address Translation | Tl smartDe
o8 networkotiees || e —

Mew Check Point # Gateway, ..

WPM-1 EdgefEmbedded Gateway. ..
Cuery Ohjects, .. Host. ..

Mebwiork Gakeway Clusker. ..

[elete

— Sork 3
Groups o Embedded Device. ..
-- Crynamic Objects Profiles »
Externally Managed Gateway. ..
Fig.29
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Adesso creiamo un Gateway Cluster.

Gateway Cluster Properties - tolclts007.augustanet.pry¥

- Clugter Members
- Clusgter #L

- Synchronization
[#- Topology

- MAT

- WPk

H- Remote Acoess
- Authentication
[#- Logs and Magters
- Capacity Optimization
- Advanced

+1...I+1

G ateway Cluster Properties - General Properties

I amne; |t|:|1 clt=007 . augustanet. pry
IP Address: [10.70.0.7 Get address |
Comment; I

cobr [ I ~ |

Check Point Products

Wergion: ING with Application |nteligence j

Type: I Check Paoint Enterprize/Fro j

Cluzter =L
[15ecureClient Palicy Server
1S marfyiew Maonitor ;I

] I Cancel Help

Fig.30

Questa e la configurazione delle General Properties.

x|
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Gateway Cluster Properties - tolclts007.augustanet.pr¥

- eneral Properties Cluster Members

- Cluster Members
- Cluster =L Gateway Cluster members List ardered by pricrities:
- Sypnchronization
&#1- Topology M arne | IP Address |
o MAT
- YFN Increase Briority
(- Remate Access

- Authentication

[+~ Logz and k asters

- Capacity Optimization
(- Advanced

Mecreaze Frionty

il

Edit... Hemove,..

Mews Cluster Member, .,
add Gakeway ko Clusker, .,

] 4 Cancel Help

Fig.31

Clicchiamo su Add per aggiungere un New Cluster Member



Cluster Member Properties - tolcltn011.augustanet.pry

tolchknd11. augustanet. pry
10.70.0.8

Inseriamo il nome del primo nodo de r seguito dall’indirizzo IP.

24



Cluster Member Properties - tolclen011.augustanek.pry

Nella sezione Topology inse o gli indirizzi corrispondenti alle interfacce.

25
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Cluster Member Properties - tolcltn0l1.augusktanek.pry El

General TDFID|DQ_'.'|N,.-:-.,T IupN I

et
M ame | IP Address | Metwork, b azk, | IP Addreszes behind interface
{Eth1 1721607 25R.2RR.0.0 Thiz Metwork,
EthZ2 10.70128.2 255,250 2A5.192
Eth3 10.70.128 66 28R, 2RR 2R5.192
Ethd 10.70.0.8 280,250,252 10
Eth5 194.180.203.85 255250 255,248
EthE 10.70.128.194 255,250 2A5.192
Eth? 10.70.128.130 28R, 2RR 2R5.192
4 | B
pad. | | Edi Remove Show |
F, Cancel Help
Fig.34

Dobbiamo ottenere il seguente risultato (Fig.34)

IHTATTENZIONE!!! Tutte le interfacce vanno settate come Cluster Interface tranne I'interfaccia di Sync che va settata
come mostrato in Figura 35



o~
R

Interface Properties El

Gemeral  Topalogy |

Topology

i~ External [leads out ta the internat]

% {nternal [leads to the local netwaork}

IP &ddreszes behind this interface:
" Mot Defined

* Metwork defined by the interface [P and Met Mask
" Specilic: j

Anti-5poofing
¥ Perform Anti-Spoofing based on interface topology

Spoof Tracking: © Mone  © Log  © Alert

| k. I Cancel Help

Fig.35




Clicchiamo su OK fino ad arrivare alla seguente schermata

Gateway Cluster Properties - tolclts0D07.augustanet.pry

- General Properties
- Clugter Members
- Clusgter XL

- Sunchronization
t- Topology

e MAT

- WEN

t- Remote Acooess

- Authentication

t- Logs and M asters
- Capacity Optimization
H- ddvanced

Cluster Members

[Gateway Cluster members List ordered by prionties:

M ame | IF Addresz |

hall bl clbri0 1 auguistanet. pry 10.70.0.8

|nzrease Briority

|

Decreaze Priarty

Add. Edit. Remove... |

F, Cancel Help

Fig.36

Adesso procediamo con I'inserimento del secondo nodo del Cluster (la procedura e uguale)

28



Di seguito mostrero la schermata con gli indirizzamenti IP.

Cluster Member Properties - bolclendl2.augustanet.pry

tol cltn1 2. augustanet. pry
10.70.0.9

29
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La Topologia

Cluster Member Properties - tolcltndlZ.augustanet.pry

General Topology |MAT | wPN |

Get...
M ame | IF Address | I etwark, Magk | IF Addresses behind interface
Ethl 17216.0.8 285.255.0.0 Thiz Metwaork
Eth2 10701283 205,285, 2660.192
Eth3 107012867 255 255 256192
Ethd 10.70.0.9 28R 255 2520
EthA 19418520386 | 255255 256248
EthE 1070128195 205,285, 2660.192
Eth? 1070128131 255 255 256192
4| | ]
Edit... Bemave Show |
2k, Cancel Help
Fig.38

Indirizzamenti IP secondo nodo del Cluster

30



Adesso all'interno di Gateway Cluster Properties dovremmo avere una situazione come raffigurato in figura sottostante

Gateway Cluster Properties - tol clts007.augustanet.pry El

- General Properties Cluster Members
B Cluster Members
- Cluster 5L Gateway Cluster members List ardered by priorities:
- Synchronization
- Topolagy M ame | IP Address I
e WAT @ kol cltnl1 1. augustanet. pre 107008
- WM M bol cltnl] 2. augustanet. pry 10.70.0.9 |merease Priarty

[+~ Remote Access

- Authentication

[+~ Logs and Masters

- Capacity Optirmization
- Advanced

Mecreaze ity

|

Add.. Edit.. Remave... |

] I Cancel Help

Fig.39
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Nella Sezione Synchronization aggiungere la rete per la sincronizzazione tra i nodi come raffigurato in Figura 40

Add Synchronization Network x|

Marme: IEth'I

Metwork Address: |1 7216.00

Met Mask: |255.255_|1n

0k, Cancel Help

Fig.40



Ottenendo un risultato come in figura seguente

Gateway Cluster Properties - kol cltsD0Y.augustanet.pry El

- General Properties
- Cluster Members
- Cluster #L

& S unchronization

- Topalogy

. I5P Redundancy

e MAT

- WP

- Remote Access

- futhentication

- Logz and kasters

- Capacity Optimization
- Advanced

Synchronization

¥ Use State Synchionization

Synchronization nebworks:

M etwiork, Mame | |F Addresz | I etwork; bagk |
Ethl 17216.00 280.255.0.0
Ge | [ Edit. Remave

kake sure the above netwarks are zafe.
See Help for details.

] I Cancel Help

Fig.41
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Adesso nella sezione Topology aggiungiamo nuovamente le interfacce di rete tranne la SYNC. (Fig 42)

ateway Cluster Properties - tol clts007.augustanet.pry 5[

- General Properties
- Chazter Members

- Cluster =L

- Synchronization

i |SP Redundancy

WPM

- Remote Access

- Authentication

- Logs and kasters

i Capacity Optimization

- Advanced

Topology

MHame | IP Address | M etwork, M azk, | IP &ddreszes behind interface

a | i

aad.. |

Edit... | Bemove |

S how alllIF= Behind G ateway |

¥ Enable Extended Cluster Anti-5pocfing
[Supparted from MG with Application Inteligence [R55] and abowve]

WEM Domain

£+ Al 1P Addresses behind Cluster Members bazed on Topology information.

j ik [ |

£~ Manually defined I

Show YPH Domain |

Cancel Help

o]

Fig.42
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Diseguito saranno riportate le configurazioni delle singole interfacce

Eth2
General I T.;.p.;.|.;.g_|,|| Member Netwu:urkl General Topology | b ember Netwnrkl
= Topology
M arne:
1P Addrass: I.I 070176 1 " Extemnal [leads out ta the internet]
i+ [
Nt Mask: |255.255.255.1 0 Internal [leads to the local network}
IP &ddresses behind this interface:
" Mot Defined
Mate: This is a definition of the witual interface as % Metwork defined by the interface IP and Net b ask
it iz zeen by the netwark, behind it
" Specilic: j
Anti-5poofing
¥ Perform Anti-Spoofing based on interface topology
Spoof Tracking: © Mone  © Log  © Alert
k. I Cancel Help | Ok, I Cancel Help
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Interface Properties ﬂ

Generall Topology  Member Metwaork |

Metwork Address: | ILIFURRRENN
Met Mask: 285 28R 2551592
)4 I Caticel | Help |
Eth3

Interface Properties

General I Tu:upu:ulu:ug_l..ll termber Netwu:urkl

M arme:
P Address:  |10.70.126.65
NetMask:  |255.255.266.192

Mate: Thiz iz a definition of the vitual interface as
it iz geen by the netwark, behind it

ﬂ Interface Properties

General  Topalogy | b ember Netwu:urkl

Topalogy

" External [leads out to the internet]

* Intemal leads to the local network

IP Addreszes behind this interface:
" Mot Defined
* Network defined by the interface |P and Met bask

" Specific:

M

Anti-5 poofing
¥ Peiform Anti-5poofing based on interface topology

Spocf Tracking: € Mone ™ Log Alert

k. I Cancel Help

(] I Cancel Help
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Interface Properties 5[

Generall Topology  Member Metwark |

Metwark Address:
Met Maszk: 285, 255.255.192
(] 4 I Cancel | Help |
Eth4

Interface Properties

General | Tu:up-:ul-:ug_l,ll Mernber Netwu:urkl

M ame: IEth4
IP &ddress: |1 0700y
MetMask:  |255.255.262.0]

Mate: Thiz iz a definition of the virtual interface as
it iz z2en by the network behind it

ﬂ Interface Properties

General Topology | bl embier Netwu:urkl

T opalogy

" Extemal [leads out to the intemet]

%' nternal [leads to the local network§

IP Addreszes behind this interface:
" Not Defined
* Network defined by the interface IP and Met Mask

" Specific:

El

Anti-5 poofing
¥ Perform Anti-Spoofing based on interface topology

Spocf Tracking: € Mone & Log ¢ Alert

] I Cancel Help

0k, I Canicel Help
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Interface Properties ﬂ

Generall Topalogy  Member Nebwark |

Metwork Address:

Met M ask: 255.255.252.0

(] I Cancel | Help |

Eth5
General I TDF'D|DQ}'| b ember Netwnrkl General Topalogy I kerber Netw-:nrkl
Topology
Marne: [Eths
IP Address: I'IE|4.1 o5 70304 i External [leads out to the intermet}
f-
Nt Mask: |255.255.255.24ﬂ Internal [leads ta the local netwark]
P addreszes behind|thiz interface:
= Mot Defined
Mote: This is a definition of the virtual interface as ) Wetwork defined byithe interface [B and et (Mazk
it iz seen by the netwark. behind it.
= Specific; j
Anti-5 poofing
¥ Peiform &nti-5poofing based on interface topology
Spoof Tracking: © Mone Log  © Alert
k., I Cancel Help OF. I Cancel Help
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Interface Properties il

Generall Topology  Member Metwark |

Network Address: |194.185.203.80

Met M azk: |255.255.255.248

Ok I Cancel | Help |

Eth6
%
General I Tu:upu:ulu:ug_l,ll Member Netwnrkl General  Topology | Member Netwnrkl
Topaology
Marne: [Ethi
P Address: I-I 070128193 " Esternal [leads out to the internet)
Met Mask: |255.255.255.1 97 £+ |ntermal [leads bo the local nebwork
IP &ddresses behind this interface:
" Mot Defined
Mote: This iz a definition of the vitual interface as % Mebwork defined by the interface IP and Met Mask
it iz zeen by the nebwork. behind it :
" Specific: j
Anti-Spoofing
¥ Perform Anti-Spoofing based on interface topology
Spoof Tracking: € Mone  © Log € Alert
()% I Cancel Help k. I Cancel Help
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Interface Properties il

Generall Topology  Member Netwark |

Metwork Address:

Met Mazk:

f10.70.128.194

|255.255.255.192

o]

Cancel | Help |

Eth7

Interface Properties

General I Tu:upu:ulu:ug_l,ll Mernber Netwnrkl

I arme: IEth?
P Address: 1070126129

Met Mask:  |255.255.255.192

Mate: Thiz iz a definition of the virtual interface az
it iz zeen by the nebwork. behind it

il Interface Properties

General  Topology | b embier Netwnrkl

Topology

™ External [leads out ta the internat]

% nternal [leads to the local netwark}

IP &ddresses behind this interface:
" Not Defined
+ Network defined by the interface I[P and Met Mask

" Specilic:

El

Anti-Spoofing
v Perform Anti-Spoafing bazed an interface topalogy

Spoof Tracking: © MNone  © Log  © Alent

()% I Cancel Help

ak. I Carnicel Help
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Dovremmo ottenere un risultato come raffigurato in Figura 43

Gateway Cluster Properties - tolclts007.augustanet.pr¥

- General Properties
- Chagter Members

- Cluster =L

- Synchronization

- Topology
i |SP Redundancy

PN
- Remate Access

i BLthentication

- Logz and b asters

i Capacity Optimization

- Advanced

x|

T opology

M arne | IF Addresz | I ebwark, bask | IF Addreszes behind interface
Ethe 10.70.128.1 2RR.2BR.258192  This Metwark
Eth3 10.70.128.65 2AR.285.255192  This Metwark
Ethd 10.70.0.7 2hB. 2852520 Thig Metwork,
Etha 19418520384  255.280.2686.248  Esternal
iEthk 10.70.128.193 SRR ZRRARRTSZ  This Metwark
Eth7 1070128129 2AR.285.255192  This Metwark
1] | o
add.. | Edi. | Remove |

Show all IPz behind G ateway |

[¥ Enable Extended Cluster &nti-Spoafing
[Supported fram MG with Application Inteligence [RE5] and abowve]

WP Domain

* AllIP Addresses behind Cluster Members bazed on Topology information.

j New... |

W anually defined I

Show VPN Domain |

Cancel

o]

Fig.43

Help

Adesso andare all’interno della Configurazione dei due nodi e impostiamo il SIC.
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Adesso andiamo in Policy quindi Global Properties.

Global Properties

B3R Firchiall-1
e MWAT - Metwork, Addres:
- Authentication

- PN

- WPM-1 Met v Accept WPM-1 & Firewal-1 contral connections: IFirst "I

[+ Remote Acceszs

- SmartDirectory [LDAF] ¥ Accept Remote Access contol connections: IFirst vI
- Smartkd ap

- Uzerfuwthority ¥ Accept outgoing packets onginating from Gateway: ILast vI
- ConnectCantral _ r Accept BIP: m
- [15E - Open Security E:

Firew all-1 Implied Rules

Select the fallowing properties and choose the pozition of the rules in the Rule Basze:

- M anagement High Ava

- Stateful Inspectian [ Accept Domain Mame over UDP [Queries]: IFi[g[ vI
[#- Log and &lert

- OPSEC ; _

- SmantCenter Access ™ Accept Domain Name aver TCP [Zone Transfer): IF"St ,I

- Man Unigue 1P Address

- SmartD ashboard Custo I Accept ICMP requests: IEefnre Last 'I

¥ Accept CPRID connections [Smartlpdate]: IFi[S[ vI
V¥ Accept dynamic address Modules' DHCP traffic: IFirst *I

Track,

¥ Log lmplied Rules

] I Cancel Help

Fig.44

Settiamo tutto come mostrato in Figura 44.
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Per quanto riguarda Smart Directory LDAP settiamo tutto come in Figura 45

Global Properties x

[#- Firewfall-1

o WAT - Mebwork, &ddres:
- Authentication
- YPH
-~ WPM-T Met
[+- Remote bocess
B SmnartDirectary [LOAF]
- Management High Ava
- ConnectControl
- 05E - Open Security E:
- Stateful Inzpection
[#- Log and Alert
- OPSEC
- SmartCenter Access
- Man Unique IP Address
- SmarnDazhboard Custo

SmartDirectory [LDAP]

¥ Use SmartDirectary [LDAP)

SmartDirectary [LDAP] Properties:

Timeout on cached users: IEIEIEI seconds
LCache size: I‘I Q0o LIZErS
[T Password expires after: IEIEI days

" Dizplay " Dizplay on Feguest

Dizplay lzer's DM at Login
’7 £+ Don't Display

Pazsword Strength:

Minimal password length: IE'- 3: characters

[T Password must include lowercaze character
[T Password must include an uppercase character
[T Paszword must include a digit

[T Paszword must include a symbal

[T Enforce rules for uzer management administratars

o]

Fig.45

Cancel Help
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Install Policy x|

Installation Targets | Advanced Security |
ol clt=003 Jab pry

Select Al Clear Al Select Targets. ..

|nztallation bMode

¥ |nztall on each zelected Module independently
¥ For Gateway Clusters install on all the members, if it failz do nat install at all

" |nztall on all zelected Modules, i it fails do not install at all

R evizsion Contral

[T Cieate database version

Cancel Help

Fig.46

Effettuati tutti i settaggi bisogna installare le Policy su entrambe i nodi del cluster
Clicchiamo su OK e attendiamo la fine dell’installazione.
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Se tutto € andato bene dovrebbe uscire una schermata come quella di seguito

I Installation Process - Standard - 10| x|

Inztallation

Inztallation Targets | Yerzion | Advanced Security |
bolcltz0031ab1 pre MG with A s

Legend... |

Progress

J Inztallation completed successfully

:

Help

Fig.47

Cliccare su Close per uscire.
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Adesso da Start, Programmi, Check Point SmartConsole R55 selezioniamo l'utility SmartView Status
Ci chiedera di fare di nuovo l'autenticazione per poi arrivare alla seguente schermata

T tolcltn009 - Check Point Smart¥iew Status

File Wiew Tree Products Swstem glert Tools  Window Help

DIEC | THEORES IO BHE =D AR = K7
w Systermn 5tatus System,ﬁ.lertl
Check Point G atevaps I IP &ddress I Stahusz I Updated I G ateway Details
=[] to ehn00g Status: OK
- b chsD03 lab . pr 101.1.37 Rok 11:38:31 IP Address:  10.1.1.26
=1 [ tol cltn011 Jab1 pr 10.1.1.25 ok 11:38:31 Comment
B Frewall 0K 11:38:31
PN W OK 11:38:31
----- EH Clustedl w# 0K 11:38:3
e Al 5%N Foundation w* OF, 11:38:31
El@ tal cltn01 2 sk pry 10.1.1.26 Rk 11:38:258
- Firetwall-1 s 0K 11:38:25
@) VPN W OK 11:38:25
----- EH ClusterlL s 0K 11:38:25
----- Al 5% Foundation »# 0K, 11:38:25
=[P} TO1CLTNDDS 101.1.35 20K 11:38:52
----- 5 Management w# 0K 11:38:62
T SN Foundation s 0K 11:38:52
Fig.48

Se non c’é nessun problema dovrebbe essere tutto verde con gli OK di fianco.

47



