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INSTALLAZIONE ACTIVE DIRECTORY E DNS (BASE)

PREREQUISITI

- Installazione Windows 2003 Standard Edition

- Installazione Service Pack 1

- Configurare indirizzo IP Scheda di rete assegnando come DNS Primario I'indirizzo IP della macchina in
questione

- Inserire il CD ROM di Windows 2003 all’interno del lettore (per l'installazione del DNS)

INSTALLAZIONE E CONFIGURAZIONE BASE DEL DNS

Andare in System Properties e in corrispondenza della scheda Computer Name cliccare su Change

System Properties . d o

Advanced | Automatic | pdates I Remate
General Computer Mame | Hardware

Windows uses the following information ko identify your computer
an the network.

Computer dezcription: ||

For example: "5 Production Server” ar
“Bocounting Server'.

Full computer narne: TOTHETS001.
YWiorkgroup: WORKGROUR

T o rename thiz computer or join a domain, click Change. Change... |

F, I Cancel Spply

Fig.1
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Computer Name Changes el

Y'au can change the name and the membership of this
computer. Changes may affect access bo network rezources.

LCarmputer harme:

TOTMETS001

Full computer name:

TOTHMETSOOT.
bare. .
— Member of
£~ Domair:
& wiotkgroup:
IMHDHKGHDUP
[k Cancel

Fig.2
Cliccare su More

DNS Suffix and NetBIOS Computer Name 7| x|

zuffix of this computer;

IIaI:|1 prv |
¥ Change primary DN5 suffix when domain membership changes

MetBIOS computer name:;
ITD1NETSDD1

Thiz name iz uged for interaperability with older computers and zervices.

k. I Carnicel

Fig.3
Inseriamo il nome DNS (Es. Labl.prv) e clicchiamo su OK, quindi su OK.

Restartiamo la macchina per rendere effettive le modifiche.




Currently installed pragrams: [ sShow updates Sort by Ir'-.lame j

{5l ¥Mware Tools

re For support information.

ﬁ' Windows Server 2003 Service Pack, 1

Camponents

Fig.4

In Control Panel selezioniamo Add or Remove Programs quindi Add/Remove Windows Components.



Windows Components YWizard

Windows Components
Y'ou can add ar remove companents of YWindowes.,

To add or remove a compaonent, click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click

Dretailz.

Comporents:

: Eg ACoessores LIt AME
O ﬁ.ﬁ.pplicatiun Server 3.4 ME
[ [8a Cerificate Services 1.4 B
] ™1 E-mail Services 1.1 ME

[1 &% Fax Servires Famp T

Description:  Includes Windows Acceszones and Utilities for pour computer.

Total disk space required: 4.4 MB Details |
B218.6 MEB —

Space available on dizk:

< Back I MNewt > I Cancel | Help |

Fig.5

Selezioniamo Domain Name System (DNS) e clicchiamo su OK quindi Next
HTATTENZIONE!!! Assicuriamoci che il CD di Windows 2003 Standard Edition sia inserito nel lettore CD ROM

Attendiamo qualche minuto per il completamento dell’installazione.

Windows Components Wizard ]

Completing the Windows
Components Wizard

Yau have successfully completed the Windaws
Components Wizard.

To cloge thiz wizard, click Finish.

Help |

< Back

Fig.6
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Clicchiamo su Finish

Adesso é possibile rimuovere il CD ROM.

4 dnsmagmt - [DNS'TOINETS001] =101 %]
F.?Jq File  Action Wiew Window Help |;|i|ﬁ|
& = @@ X

AT TOLNETS001
=- 5 IR

. | ) Configure a DNS Server

The Domain Mame System (DM3) is a hierarchical naming system used For locating computers and
network services, DN3 is best known For translating Friendly DMS domain names to IP addresses and
niebwork services,

This DMS server has nok been configured, Configuration includes creating Forward and reverse lookup
zones and specifying rook hints and Forwarders,

Tao configure the DMS server, on the Action menu, click Configure a DNS server,

Fig.7
All'interno di Administrative Tools selezioniamo DNS.
Adesso all’interno di Forward LookUp Zone inseriamo una nuova zona.

Clicchiamo di destro quindi selezioniamo New Zone...



Mew Zone Wizard

Welcome to the New Zone Wizard

This wizard helps vou create a new zone For wour DRS
SErver,

A zone translates DS names ko relaked data, such as IP
addresses or network services,

To conkinue, click Mext,

= Bach Zancel Help
Fig.8
Clicchiamo su Next
x|
Zone Type Q
The DMS server supports various byvpes of zones and storage.

Select the bvpe of zone you want to create:

Creates a copy of a zone that can be updated directly on this server.

i~ Secondary zone
Creates a copy of a 2ome that exists on another server, This option helps balance
the processing load of primary servers and provides Faulk tolerance,

i Stub zone

Creates a copy af a 2ane containing only Mame Server (MS), Skark af Aukharity
(5041, and possibly glue Host (&) recards, & server conkaining a stub zone is nok
autharitative Far that zone,

™| Store the zane in Active Direchary { available anly iF DS server is a domain contraller)

< Back I Mext = I Zancel Help

Fig.9

Selezioniamo Primary Zone e clicchiamo su Next



MNew Zone Wizard x|
Zone Mame Q
What is the name of the new zone? ‘

The zone name specifies the portion of the DMNS namespace For which this server is
authaoritative, It might be waur arganization's domain name (For example, microsoft,com)
ar a partion of the domain name (for example, newzone.microsoft,com), The zone name is
not the name of the DNS server,

labl.prv

Faor maore information about zone names, dick Help,

< Back. I Mext = I Cancel Help

Fig.10

Inseriamo il nome da dare alla zone in questione (Es. Labl.prv) quindi clicchiamo su Next

New Zone Wizard x|

Zone File g
¥ou can creake a new zone file or use a file copied from another DMS server, .

Lo wou want o create a new zone file or use an existing file that you have copied
from another DMS server?

o Lreate a new File with this file name::

I lab1.prv.dns

™ Use this exisking fils:

Tao use this existing file, ensure that it has been copied ta the Faolder
Yo SyskemP ook sy stem32dns on this server, and then dlick Mext.

< Back I Mexk = I Cancel Help

Fig.11

Lasciamo tutto invariato e clicchiamo su Next
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Dynamic Update g
You can specify that this DMNS zone accepks secure, nonsecure, of no dynamic ~
updates,

Crymamic updates enable DNS client computers ko regisker and dynamically update their
resource records with a DS server whenever changes occur,

Select the type of dynamic updates vou wankt to allow;

£ allaw only. secure dymamic updates (recommended Far, Active Direckory)
This option is available only for Active Directory-integrated zones.,

i= Allows bath nensecure and secure dynamic updates:
[rynarmic updates of resaurce records are accepked fram any clienk,

& This option is a significant security vulnerability because updates can be
accepked from unkrusked sources,

" Do nat allow dynamic updates
Dvnamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back I Mexk = I Cancel Help

Fig.12

Selezioniamo la prima opzione “Allow both nonsecure and secure dynamic updates” e clicchiamo su Next

Mew Zone Wizard x|

Completing the New Zone Wizard

ou have successfully completed the Mew Zone Wizard, You
specified the Following settings:

Mame: lab1.pry
Twpe: Primary
Lookup tvpe: Forward

File name: lab1.prv.dns

Mote: You should now add records to the zone or ensure
that records are updated dynamically, You can then werify
name resolukion using nslookup,

To close this wizard and create the new zone, click Finish,

< Back

Zancel Help

Fig.13

Leggiamo i settaggi effettuati e clicchiamo su Finish per completare la configurazione
Adesso creiamo una zona in Reverse LookUp Zone.
Clicchiamo di destro quindi selezioniamo New Zone...



Mew Zone Wizard

Server,

addresses or nebwork services,

To conkinue, click, Me:xt,

YWelcome to the New Zone Wizard

This wizard helps vou create a new zone for wour DNS

£ zone translates DMS names to relaked data, such as IP

Zancel

Help

Clicchiamo su Next

MNew Zone Wizard

Zone Type
The DMNS server supports various bypes of zones and storage,

Select the bype of zone vou wank o create;

F'gr

Creates a opy of a zone that can be updated direckly on this server,

" Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance

the processing load of primary servers and provides faulk tolerance.
™ Stub zone

Creates a copy of a zone containing onlky Mame Server (NS, Start of Authority

(5041, and possibly glue Hosk (&) recards, & server conkaining a stub zone is nok

autharitative For that zone,

™| store the zane in Active Directory. (available onlyif DM server is a domain cantraller)

< Back I Hext = I Cancel

Help

Fig.15

Lasciamo tutto invariato e clicchiamo su Next



Mew Zone Wizard x|

Reverse Lookup Zone Mame Q
& reverse lookup zone translates IP addresses inko DMNS names, .

To identify the reverse lookup zone, tvpe the network ID or the name of the zone.

Tebwork I0:
o1

The RefmErE ICNT= the partion of the IP addresses that belongs ko this zone. Enter the
nebwork I0in its normal (nok reversed) order,

If wou use a zera in the netwaork ID, it will appear in the zone name, For example,
network, I0 10 would create zone 10.in-addr.arpa, and network 10 10,0 would create
zone 0, 10.in-addr, arpa.

" Reverse lookup zone name:

1.1.10.in-addr. arpa

For more information on creating a reverse lookup zone, click Help.

< Back I Mexk = I Cancel Help

Fig.16

Inseriamo la Network ID (la sottorete della zona DNS) e clicchiamo su Next

New Zone Wizard |

Zone File Q
¥ou can create a new zone file or use a file copied From another DNS server, ‘

Do o wank bo create a new zone file or use an exisking file that wou have copied
fram another DNS server?

* Lreate a new file with this file name::

m—
1.1.10.in-addr . arpa.dns

™ Use this existing File:

To use this existing file, ensure that it has been copied to the Folder
% SyskemPook % system32dns on this server, and then click Mext,

< Back I Mext = I Cancel Help

Fig.17
Lasciamo tutto invariato e clicchiamo su Next
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Mew Zone Wizard x|

Dynamic Update Q
You can specify that this DMNS zone accepks secure, nonsecure, oF no dynanmic ‘
updates,

Cvnamic updates enable DMS client computers to register and dyvnamically update their
resource records with a DMS server whenever changes occur,

Select the bvpe of dvnamic updates vou want to allow;

€ allaw only secure dynamic updates (recommended For Active Direchary)
This option is available only For Active Directory-integrated zones,

¥ Allows both nonsecure and secure dynamic updates;
[rynamic updates of resource recards are accepted From any client.

& This aptian is a significant security vulnerability because updates can be
accepted From untrusked sources,

" Do nat allow dynamic updates
Dvnamic updates of resource records are not accepted by this zone. You must update
these records manually,

« Back I Mext = I Zancel Help

Fig.18

Selezioniamo la prima opzione e clicchiamo su Next

New Zone Wizard X

Completing the New Zone Wizard

¥ou have successfully completed the Mew Zone Wizard, oo
specified the Following settings:

Mame: 1.1.10.in-addr.arpa
Tvpe: Primary

Lookup bype: Reverse

File name: 1.1.10.in-addr. arpa.dns

Maote: You should now add records ko the zone ar ensure
that records are updated dyvnamically. You can then verify
name resolution using nslookuap.

To close this wizard and create the new zone, click Finish,

< Back Cancel Help

Fig.19

Leggiamo i settaggi effettuati e clicchiamo su Finish per completare la configurazione.

11



INSTALLAZIONE E CONFIGURAZIONE BASE ACTIVE DIRECTORY

Clicchiamo su Start quindi Run e scriviamo dcpromo quindi OK

Active Directory Installation Wizard x|

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps wou inztall Active Directory zervices an thiz
gerver, making the zerver a domain controller.

IF thiz iz the first ime pouw have installed Active Directony, it iz
recommended that you firzt read the overview in Active
Directorny Help.

To continue, click Mest.

< Back

Fig.20
Clicchiamo su Next

Active Directory Installation Wizard |

Operating System Compatibility ;
Improved securty settings in Windows Server 2003 affect older versions of
Windows,

Domain contrallers running 'Windows Server 2003 implement zecurnty settings that
require clientz and ather servers to communicate with those domain cantrollers in a more
ZECLIE Wal),

Some older verzions of Windows, including Windows 95 and Windows NT 4.0 5P3 or
earlier, do not meet these requirements. Similarly, some nonwindows systems, including
Apple Mac 05 ¥ and SakMBA clientz, might not meet these reguirements.

For more information, zee Compatibility Help.

¢ Back

Cancel |

Fig.21
Clicchiamo su Next

12



Active Directory Installation Wizard x|

Domain Controller Type /
Specify the role you want this server to have.

Do pou want thiz zerver to become a domain controller for a new domain or an
additional domain contraller for an existing daomain?

v Domain controller for 3 new domaire

Select thiz option to create a nev child domain, new domain tree, or new forest.
Thiz zerver will become the firzt dormain controller in the new darmain.

" Additional demain contraller for an existing domain
& Proceeding with thiz option will delete all lozal accounts on this server.

All cryptographic kewsz will be deleted and should be exported befare
continuing.

All encrypted data, such az EFS-encrypted filez ar e-mail, should be decryppted
before continuing ar it will be permanently inacceszible.

< Back I Mewt > I Cancel

Fig.22

Selezioniamo Domain controller for a New Domain e clicchiamo su Next

Active Directory Installation Wizard x|

Create Hew Domain ’
Select which twpe of domain to create.

Create a new:

(o {Dlomain in & new forest

Select thiz option if thiz iz the firzt domain in your organization ar if you wank the new
domain to be completely independent of vour current forest,

™ Child domain in an existing domain ree

[F wou want the new domain o be a child of an exigting domain, gelect this option.
Faor example, you could create a new domain named
headquarters. example. microzoft. com as a child dormain of the domain

example. microsoft. com.

i~ Domain tree in an existing forest

[F wou dan't want the new domain o be a child of an existing domain, select this
ophion. Thiz will create a new domain tree that iz zeparate from any existing rees.

< Back I Hest » I Cancel

Fig.23

Selezioniamo la prima opzione (Default) Domain in a new Forest e clicchiamo su Next
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Active Directory Installation Wizard |

Mew Domain Name /
Specify a name for the new domain.

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com].

e for new domain:

I_Ial:ﬂ prd

¢ Back I MHewt > I Cancel

Fig.24

Inseriamo il nome DNS del dominio (labl.prv come specificato nella creazione precedente del DNS) e clicchiamo su

Next
Active Directory Installation Wizard x|

MetBlOS5 Domain Mame /
Specify a MetBIOS name for the rew domain.

Thiz iz the name that uzerz of earlier verzsions of Windows will uze to identify the new
domain. Click Mest to accept the name zhown, or lppe a new name.

Diamain MetBI0S name:©

< Back I Ment » I Cancel

Fig.25

Di default verra assegnato un nome NetBIOS del Dominio, lasciamo tutto invariato e clicchiamo su Next

14



Active Directory Installation Wizard

=
Database and Log Folders /
Specify the folders to contain the Active Directore databasze and log files.

For best perfformance and recoverability, store the database and the log on separate
hard disks.

“Where do pou want ko store the Active Directony database?

Databaze folder:

Browse...

WWhere do pou want ko store the Active Directary log?

Log falder:

CAWINDOWSYHTDS Browsze... |

¢ Back I Mext > I Cancel

Fig.26

Lasciamo tutto invariato e clicchiamo su Next

Active Directory Installation Wizard x|

Shared System Yolume /
Specify the folder to be shared as the system volume.

The S%SYOL folder stores the server's copy of the domain's public filez. The contents
af the S%SY0L folder are replicated to all dormain controllers in the domain.

The S%'S%OL folder must be located on an NTFS wolume.
Enter a location for the S%'S%0L folder.

Eolder location:

Browze. .. |

< Back I et » I Cancel

Fig.27

Lasciamo tutto invariato e clicchiamo su Next

15



Active Directory Installation Wizard x|

DMS Registration Diagnostics /
Yerify DMS support, or install DMS on this computer.

Diagnostic Besults

T he registration diaghoztic hag been mwin 1 time.

DMS regiztration support for this domain controller haz been verfied. To continue, chck
Mext.

Details
The primary DMS zerver tested waz: tolnetz001.lab1 . pre [10.1.1.11]

The zone was: labl_pry

T he test for dynamic DMS update suppart returned:
"The operation completed successfully. "

¢ Back I Mext > I Cancel

Fig.28

Leggiamo i dettagli della configurazione, se tutto € in ordine clicchiamo su Next

Active Directory Installation Wizard x|

Permizsions ’
Select default permizzions for uzer and group objects.

Some server programsz, such as Windows NT Femote Access Service, read information
ghored on domain controllers,

" Pemiszions compatible with pre-windows 2000 zerver operating systems

Select thiz option if you run zerver programs on pre-wWindows 2000 zerver operating
gystems or on Windows 2000 or Windows Server 2003 operating systems that are
members of pretfindows 2000 domains.

r’i‘: Anonymous ugers can read information an thiz domair.

*' Pemizzions compatible only with *indows 2000 or Windows Server EEIEIEE
operating sustems i

Select thiz option if you run zerver programz only on Windows 2000 or Windows
Server 2003 operating svstems that are members of Active Directony domaine. Only
authenticated uzers can read information on this dornain.

< Back I Hest » I Cancel

Fig.29

Lasciamo tutto invariato e clicchiamo su Next
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Active Directory Installation Wizard x|

Directory Services Restore Mode Admimiztrator Pazsword ;
Thiz pazsword iz used when pau start the computer in Directony Services Restore
Mode.

Type and confirm the paszword you want bo azzign o the Administrator account uzed
when thiz server iz started in Directory Services Restore Mode,

The restore mode Administrator account iz different from the domain Administrator
account. The paszwords for the accountz might be different, zo be sure to remember

bath.
Festore Mode Pazsword: IH-""“"-
Confirm pazsword: Il'"-illlii"-i-

Faor mare infarmation about Directory Services Restore Mode, see Active Directary Help.

< Back I Hest » I Cancel

Fig.30

Inseriamo la Password per il Restore Mode e clicchiamo su Next

Active Directory Installation Wizard X

Summary P
Feview and canfirm the options pou selected.

Tou chose to:
Configure this server as the first domain controller ina new forest of domain rees. ;I

The new domain name iz labl.pre. Thig iz alzo the name of the new forest,
The MetBIOS name of the domain iz LABT

D atabaze folder: C:AWINDOWSSHTDS

Log file falder: C:3WwWINDOWSAHTDS

SEYOL folder: C:iMWAMDOWSNSYSWOL

The pazsword of the new domain administrator will be the zame az the pazsword of
the administrator of this computer.|
[]

To change an option, click Back. To beqin the operation, click Mest.

< Back I Mest » I Cancel |

Fig.31

Clicchiamo su Next

17



Active Directory Installation Wizard

The wizard iz configuning Active Directon. This process can take several minutes or

conziderably longer, depending on the options pou have selected.

Starting...

Fig.32

Attendiamo qualche minuto fino al completamento dell’installazione

Active Directory Installation Wizard

Completing the Active Directory
Installation Wizard

domain lab1.pry.

Thiz domain contraller iz azsigned to the site
Default-First-Site-Mame. Sites are managed with the

To cloge thiz wizard, click Finizh.

wotive Directon iz now installed on this cormputer for the :l

wotive Directony Sites and Services administrative tool,

¢ Back I Finizh I

Canzel

Fig.33

Clicchiamo su Finish per completare I'installazione

18
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Active Directory Installation YWizard S

Windows muzt be restarted before the changes made by the Active
Directary Inztallation wizard take effect.

Bestart Mo Don't Restart Mo

Fig.34

Clicchiamo su Restart Now pre riavviare la macchina e quindi per poter rendere effettive le modifiche

Log On ko Windows

- L Windows Server2003

Standard Edition

Copyright @ 1885-2003 Micrasoff Corporstion

User narne: I Adminiskrakor

PESSWI:IrIj: I LLL L LI L L L] ] ]

Log on ko: IL.ﬁ.Bl j

Log on using dial-up connection

Ik I Zancel Shiut Do, .. | Cpkions <<

Fig.35

Notiamo che al riavvio della macchina la schermata di Log On & cambiata.

In corrispondenza del campo Logon on to € comparso il dominio LAB1 creato in precedenza.

Quindi inseriamo la password e clicchiamo su OK.

19



£# Active Directory Users and Computers

<5 Ele  Action

Wiews  iirdo

_|oOl x|
Help |_|- & x]
SN EYEAE AT RE
@ Ackive Direckory Users and Computer | Computers 0 objects
-] Saved Queries Name =
) | = o

| Descripkion

ﬁ Computers

There are no ikems ko show in this wigw,
&5 Domain Contrallers

[:l FaoreignSecurityPrincipals

------ (3 Users

4] |

Fig.36

All'interno di Administrative Tools apriamo Active Directory Users and Computers

Quindi clicchiamo di destro su labl.prv e selezioniamo New quindi Organizational Unit

Mew Object - Organizational Unik

Create i labl . prad

T

[F | Cancel I

Fig.37

Inseriamo il Nome dell’'unita organizzativa che vogliamo creare. (Domain Objects)

20
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Quindi clicchiamo su Ok
All'interno della schermata di Figura 36 dovrebbe comparire I'unita organizzativa creata.

Adesso clicchiamo col tasto destro su Domain Objects e selezioniamo New quindi Organizational Unit

Mew Object - Organizational Unik x|
Create in:  labl.pre/Domain Objects

M arne:

I.-'i‘-.dministrative Ilzer Accounts

| aF. I Cancel

Fig.38

Il nome della seguente Unita Organizzativa & Administrative User Accounts

Clicchiamo su OK
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£# Active Directory Users and Computers - 10| x|
@ File Action Yiew window Help _|ﬁ’|£|
e- B@Elé8e XFHE R B vEn

@ Ackive Direckory Users and Compukers [TOIMET? | Administrative User Accounks O objecks

[:l Saved Queries Mame | Tvpe | Description |
=34 labt.pry

- Z1 Builkin

----- [:l Compukters

-5 Domain Controllers

There are no ikems to show in this view,

1 | 0

Fig.39

Adesso all’interno della schermata Active Directory Users and Computers dovremmo avere una situazione come
mostrato in Figura 39

Adesso all’interno di Administrative User Accounts creo un nuovo uetnte denominato NetAdmin.
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MNew Object - User

g Create . pre/Domain Objectzdddministrative User Accounts

Eirst narme: IN ekéudmin | nitials: I

Laszt name: I

Full name: IN ekddrnin

Uszer logon name:

[Netadrmir] [@lab.prv |

Izer logon name [prefindows 2000]:
|m51 4 INet.i‘-.dmin

¢ Back I Hest > I Caricel

Fig.40

Inseriamo le informazioni nei vari campi e clicchiamo su Next

MNew Object - User x|

g Create in: labl.prv/Domain Objectz/iddminiztrative Uzer Acc

Pazsword: Ililiiiilllii

Canfirm pazswaord: quu-uu-|

[ User must change password at next logon

W Uszer cannot change pazsword

Fazzword never expires

[T Account is disabled

¢ Back I Mest » I Cancel

Fig.41

Inseriamo la Password e spuntiamo le seguenti opzioni
- User cannot change password
- Password never expires

Clicchiamo su Next quindi Finish

23



-.{J' Active Directory Users and Compukters

<) Fle  pction  View Window  Help

=101 x|
=& x|

&= BmEe FRBE @

eV ao

@ Ackive Direckory Users and Computers [TO1MET?

Administrakive User fccounts 1 abjects

-] Saved Queries

El@ labl.pr <

al | i

=] | Descripkion |
£7 hetidmin Liser !

Fig.42

All'interno di Active Directory Users and Computers dovrebbe esserci I'utente Netadmin
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MetAdmin Properties ed

Remate cantral I Terminal Services Profile I COm+
General I Addrezs I Account I Profile I Telephones I Organization
Member OF | Dhial-in I E nvironmet I Sesziong

Member of:
M amne | Active Directory Folder

Domain sers lab . pres

Add... | Bemove |
Frimary group: Diomain Uzers
%t S B | There iz no ne,au:l ko chgnge Frimary group u_nless
= . " you have Macintosh clients or POSE-compliant
applications.
k. I Cancel Spply
Fig.43

Andiamo all’interno delle proprieta di Netadmin, per la precisione in Member Of e facciamo si che sia membro si
Domain Admins quindi clicchiamo OK per usicre.
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£# Active Directory Users and Computers

=3 Fle  pction  Wiew  Window

= Bml e XFgBE @

Rl vEE

-] Saved Queries

=3 lab1.pry

----- (21 Builkin

----- [ Computers

--[£3] Domain Controllers

£ Users

=-[&&] Domain Objects

----- [:l ForeignSecurityPrincipals

----- (&3] administrative User Accounts

@ Active Direckory Users and Cormputers [TOINET?

Users 17 objects

(¢

2

ﬁ Dnsfdrmins

ﬁ DnsllpdateProuy

ﬁ Darnain Adrins

ﬁ Darmain Camputers
ﬁ Domain Controllers
ﬁ Domain Guesks

ﬁ Domain Users

ﬁ Enterprise Admins
ﬁGmup Palicy Creator Owiners
% Guesk

ﬁ HelpServicesEroup
ﬁR.ﬁ.S and A5 Servers
ﬁ Schema Admins

% SUPPORT _358945a0
ﬁ TelnetClients

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

ser

Security Group ...
Security Group ...
Security Group ...

ser

Security Group ...

Built-in account F
Members of this g
DS Administrator
DS clients who a
Designated admin
All workskations a
Al domain control
all domain guests
&ll domain users

Designated admin
Members in this gi
Built-in account fo
Group For the Hel|
Servers in this gre
Designated admin
This is a wvendor's
Members of this g

Fig.44

Adesso in Users rinominiamo Administrator in NetMaster.

Quindi faccio LogOff e riaccedo con l'utente NetAdmin
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System Properties _Iﬂ

General | Computer Mame I Hardware
Advanced | Automatic Updates I Remote

Y'ou must be logged on az an Administrator bo make most of these changes.

— Performance

Yizual effects, proceszzar scheduling, memary usage, and wirtual mermaony

Settings |

— Uzer Profiles

Dezktop settings related to wour logon

Settings

~——

— Startup and Recovery

Systemn startup, system failure, and debugaing information

Settings |

Erevironment Y ariables | Error Reporting |

(] | Cancel | Apply |

Fig.45

Adesso all’interno di System Properties, nella sezione User Profiles clicchiamo su Setting.
User Profiles ﬂﬂ

Iser profiles store settings For vour deskkop and other

m information related ko yaour user account, You can create a
different profile on each computer wou use, or you can seleck a
raarning profile that is the same on every campuker you use,

Profiles stored on this computer:

Marme | Size| Tvpe | Skakus | Ma... |
el 566 KB Local Local 238...
bz KB Local Local 03

Change Tvpe Delete Copy To

To creake new user accounts, click here,

| Ik I Cancel

Fig.46
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Selezioniamo l'utente NetMaster e clicchiamo su Delete quindi OK.

Adesso all'interno di Administrative Tools selezioniamo Active Directory Domains and Trusts

¥: Active Directory Domains and Trusts o [m]

File  Action Wiew Help

«s OEEB R

6@ Active Directory Domains and Trusts labl.prv

@ Marne | Type I

There are no items ko show in this view,

Fig.47

Selezioniamo il dominio e clicchiamoci di destro selezionando I'opzione Raise Domain Functional Level...

Raise Domain Functional Level x|

Drarnain nanme;

lab1.pre

Current domain funchonal level:

whindowes 2000 mixed

Select an available domain funchional level:

‘.i\' After you raize the domain functional level, it cannat be reverzed. Far mare infarmation
on domain functional levels, click Help.

RBaise I Cancel Help

Fig.48
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Selezioniamo Windows Server 2003 e clicchiamo su Raise.

Raise Domain Functional Level x|

' E This change affects the entire domain. After wou raise the domain functional level, it cannok be reversed,
-

IR |

Fig.49

Clicchiamo OK.

Raise Domain Functional Level x|

1 The Functional level was raised successfully, The new Functional level will now replicate ko each domain
contraller in the damain, The amount of time this will take varies, depending on your replication topalogy,

Fig.50

Clicchiamo OK per terminare la conversione in Functional Level 2003

%12 pctive Directory Domains and Trusts =101 =]

File  Action Wew Help
& = |m] | 2
<8 y Active Directory Domains and Trusts
i labl.pry Mame | Tupe |
@Iabl.prv domainDMS
Fig.51

Selezioniamo la foresta e cliccando di destro selezioniamo Raise Forest Functional Level....
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Raise Forest Functional Level x|

Forest name:

lab1.pro

Current forest funchonal level:

Windowes 2000

Select an available forest functional level:

After you raize the forest functional level, it cannat be reverzed. Far mare infarmation on
forest functional lewvel, click Help.

Haize I Cancel Help

Fig.52

Di default dovrebbe essere selezionato Windows Server 2003 , clicchiamo su Raise per effettuare la conversione.

Raise Forest Functional Level |

L] E This change affects the entire forest, After wou raise the forest funckional level, it cannok be reversed,
L

(8]4 |

Fig.53

C.licchiamo OK.

Raise Forest Functional Level x|

1 The Functional level was raised successfully, The new Functional level will naw replicate ko each domain
: contraller in the Faresk, The amount of time this will take varies, depending on wour replication topology.

Fig.54

Clicchiamo OK per terminare la conversione in Functional Level 2003

Adesso all'interno di Administrative Tools selezioniamo Active Directory Sites and Services
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5‘5 Active Directory Sites and Services

=1
ﬁ File  Action Yiew ‘Window Help | — 7] =]
G =AE
@ Active Directory Sites and Services [TOLMETS001.lab1.prv] Subnets 0 ohjects
Marne | Sike: | Location | Type Description
There are no items to show in this wview,
El-§ TOLMETS001
.. [#% NTDS Settings
E| [Z Inter-Site Transports
D P
i | »
Fig.55

Rinominiamo il sito Default-First-Site-Name in un nome piu consono (Es. TORINO1)

Selezioniamo Subnet e cliccandoci di destro selezioniamo New Subnet
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Mew Object - Subnet

I Create in.  |abl.prv/Configuration,Sitez/Subnets

Address: | MW.1.1.0
task: |255.255.255. I
[ anne; 10.1.1.0424

Enter the subnet addrezs and maszk. Thiz will be automatically tranzlated
into a zubnet name in the form nebwork Abite-masked.

Ewrample; address 10.14.209.74 mazk 255,255, 240.0 becomes zubnet
10142080420,

Select a zite object for thiz zubnet.

Site Name
Default-Firgt-Site-M anme

0k, I Cancel

Fig.56
All'interno di questa maschera inseriamo la sottorete che si deve rivolgere a questo dominio.

Quindi clicchiamo su OK.




¥ Active Directory Sites and Services

=4 Flle Action Yisw Window Help

=10l x|

=171 x|

= BEXFHBE| 2

@ Active Direckory Sites and Services [TO1METS001.1abl . pr]
=1+ Sites

= ] TorIMO1
El[:l Servers

= B ToNETSO0L

~..[3% NTDS Settings

[—]I:l Inter-Site Transports
D SMTP
-2 Subnets

=g 10.1.1.0/>4

10.1.1.0/24 0O objects

Marme | Tvpe

There are no ikems to show in this view,

Fig.57

Dovremmo ottenere una schermata come in Figura sovrastante
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COMPLETAMENTO DELLA CONFIGURAZIONE DEL DNS

All'interno di Administrative Tools selezioniamo DNS.

_:.._ dnsmgmt - [DNSY TO1NETS001  Reverse Lookup Zones]

B ] 4|
r& File  Action Wiew Window Help | _|ﬁ’|i|
¢~ o PBE 2 8 58
,_g,‘ D3 Reverse Lookup Zones 1 zone(s)
E‘B TOINETSDD} Marne | Tvpe | Skatus

@ Event Viewer @10.1.1.:( Subnet Standard Pri...  Running
: Forward Lookup Zones
Fig.58

Clicchiamo su View quindi Advanced per far comparire altri oggetti.

Selezioniamo il DNS Server (TOLNETS001) e cliccando di destro selezioniamo Properties
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TO1METS001 Properties il e
Debug Logging I Event Logaging | kanitaring I SecLrity
Interfaces I Farwarders Advanced | oot Hintz

Server werzion number;
5.2 3730 [Oxece]

Server options:

[]Dizable recurzion [alzo dizables forwarders)
BIND secondaries

[IFail on load if bad zone data

E nable round robin

Enable netmaszk ordering

Secure cache against pollution

Mame checking: I Multibyte [UTF3) j

Load zone data an starkup: IFr-:um Active Directony and registy j

Scavenaging period: I? I days j

Bezet to Default |

| )4 I Cancel | Apply |

Fig.59

In Advanced selezioniamo I'opzione Enable automatic scavenging of stale records e clicchiamo OK per
confermare il cambiamento.
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=10l x|
,_E,‘ File Action Wew Window Help | - |E’|5|
&= | LM XEFHNE 2 E
,E,‘ DM3 labl.prv 10 recordis)
E---B_ TOIMETS001 Hame [ Tvpe [ Data I
@ Event Viewer D medcs
=1+ Farward Lookup Zones & T
T _sikes
: @ labl.pry D tep
l:l Reverse Lookup Zones [:l _ud
D Cached Lookups DaompainDnsZc'nes
|:| ForestDnsZones
(same as parent Folder) Start of Authority (SOA) [43], tolnetsD0l.labl.pry., ...
(same as parent Folder) Marme Server (N3) tolnets00l labl.pry,
(same as parent Folder) Hast (A) 10.1.1.11
2] toinetsonl Host (A} 10.1.1.11

Fig.60

Selezioniamo la Forward Lookup Zone (labl.prv) e cliccando di destro selezioniamo Properties.

labl.pr¥ Properties ed |

Marme Servers | WINS I Zone Transfers
General | Start of Autharity (SOR)

Status: Running

Type: Primary Change. ..

Replication: Mot an Ackive Directory-inkeqrated zone Change, .. |
I

Zone file name:

I lab1.prv. dns

Crynarnic updates: Monsecure and secure

& Allowing nonsecure dvnamic updates is a significant securiby
vulnerability because updates can be accepted from untrusked
SOUrCes,

To set aging/scavenging properties, click Aging. >

(a4 I Cancel Apply

Fig.61
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Clicchiamo su Aging...

Zone Aging,/Scavenging Properties ilﬂ

¥ Scavenge stale resource records)

~Mo-refresh inkerval

The time between the most recent refresh of a record timestamp
and the moment when the timestamp may be refreshed again,

Mo-refresh inkerval: 7 davs j

—Refresh inkerval

The time between the earliest moment when a record timestamp can
be refreshed and the eatliest moment when the record can be
scavenged, The refresh inkerval must be longer than the mazxinum
record refresh period,

Refresh I 7 I.;Iaw:,.-s j

The zone can be scavenged after:

Diate and kirme: I':'l.'":'l."lf":'l 1.00.00

Ik I Cancel

Fig.62
Abilitiamo Scavenge stale resource records e clicchiamo OK.
pvs x|
You have chosen ko enable aging on this Standard Primary zone, which will modify the zone File Format.
' The zone transfer to secondary servers will be unaffected, The zone file saved on the Primary server
L

may nak be lnaded by non-wWindows 2000 and non-Windows Server 2003 DNS servers,

Do wou skill want ko apply these settings to this Standard Primary zone?

Fig.63

Clicchiamo Yes.
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lab1.pr¥ Properties

Mame Servers | WINS I Zone TransFers
General | Skart of Authoriby (SO08)
Skatus: Running Pause |
Tvpe: Prirnary

Replication: Mok an Active Directory-integrated zone

Change: .. |

P

2l x|

Zone File name:;

I lab1.prv.dns

Cynamic updates: Monsecure and secure

& Allowing nonsecure dynamic updates is a significant security
vulmerahbility because updates can be accepted From untrusted
saurces,

To set agingscavenging properties, click Aging.

Aging... |

=~

Ik Zancel

Apply

Fig.64

Sempre all’interno di questa maschera selezioniamo Change...

Change Zone Type

Select a zone bype:

¥ Prirmary zone
Stores a copy of the zone that can be updated directly,
i~ Secondary zone

2 x|

Stores a copy of an existing zone. This option helps balance the processing load of

primary servers and provides Faulk tolerance,

™ Stub zone
Stores a copy of a zone conkaining onky NS, S04, and possibly
glue & records, & server containing a stub zone is nok
authoritative for that zone.

vy

Skore the zone in Ackive Direckory (available only i DNS server is a domain conkroller =

o]

Fig.65

Abilitiamo I'opzione Store the zone in Active Directory e clicchiamo OK
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Clicchiamo Yes quindi Apply.

labl.prv Properties 21x|

Mame Servers | WINS I Zone Transfers
General | Start of Autharity (SO&)
Status: Running Pause |
Tvpe: Ackive Direckory-Integraked Change... |
Replication: All DMS servers in the Active Directory Change... |
damain

Data is stored in Ackive Direckory,

.

& Allowing nonsecure dynamic updates is a significant securiky
wulnerability because updates can be accepted From untrusted
SOUrCeEs,

To set aging)scavending properties, click Aging. aging. .. |

Ik I Cance| apply

Fig.67

In corrispondenza di Dynamic updates selezioniamo Secure only e clicchiamo su Apply, quindi OK.
Adesso per la Reverse Lookup Zones facciamo la stessa e identica cosa fatta per la Forward Lookup Zone.

Alla fine di tutto riavviamo la macchina per rendere effettive tutte le modifiche effettuate.
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